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MoscHuTenbHasa 3anuckKa

B XXI Beke obuiecTso Haxogutca Ha 3tane rmobasnbHOW MHOPMaTU3aLUUM U KOMMbIOTEPU-
3auuu. [Noatomy Bo3pacTaeT NOTPeOHOCTb B CeunanmcTax C BbICOKMM YPOBHEM BNafeHUs UH-
(hopMaLMOHHBIMM KOMMNETEHLMSAMU, KOTOPblE OTBEYAIOT COLMANbHOMY 3aKasy Mo MOArOTOBKe
KBaNM(ULMPOBAHHbIX KaAPOB B 06/1aCTU CUCTEMHOIO aAMUHUCTPUPOBAHMUS.

Ha cerogHsLWHMIA feHb B KaXKAOW COBPEMEHHOW KPYMHOW KOMMNaHWW ecTb 60sbLioe Kosnye-
CTBO KOMMbIOTEPHOMN TEXHUKM U Pa3NIMYHbIX CeTeBbIX yCTpoUCTB. U ans ux 6ecnepeboiiHom pa-
60Tbl B KOMMaHUM TpebyeTcs CeTeBOM afAMWHUCTPATOP, BNAAEIOLMI HEOOXOAMMbIMU KOMIe-
TEHUMAMM U HaBbIKaMW.

Uenbto nporpammbl «CucTteMHOE agMUHUCTPUPOBaHUEY ABASIETCS NONyYEHWE HavasibHbIX
HaBbIKOB M KOMMETEeHUMUN, HEOOXOAUMBIX A5 BbINOSIHEHUS HOBOMO BMAA NPOhECCMOHAbHOM
fesTenbHOCTU B cchepe aaMUHUCTPUPOBAHUSA MHPOPMALIUOHHBIX CUCTEM.

[na noctuxeHWs noctaBfeHHOMN LNy NNaHMPYETCS BbINONHEHWE ClelyloWnxX 3a4ay.

O6pasoBarenbHble:

* (DopmMupoBaHWe MpeAcTaBNeHUs O MpUHLMNAX YCTpoWcTBa M (hYHKLMOHUPOBAHUA OT-

[eNbHbIX KOMMbIOTEPOB.

* DopmMupoBaHHWe NpeacTaBieHns 0 (PyHKLUMOHUPOBAHUK NTOKANbHbIX CETEMN.

* (DopmMrpoBaHWE YMEHUI NO YCTAHOBKE U HAaCTPOMKe onepaLMOHHbIX CUCTEM U pa3finyHO-

ro nporpamMmmHoro obecneyeHus.
PasBuBawoume:
* MopMUpoBaHUE U pa3BUTHE YMEHUSA MOUCKA HeobxoanMon yuebHoM MHpopMaLMH.
* (DopMHpoBaHMEe MOTMBALIMM K U3YyHEHUIO Kypca.
* OpueHTMpoBaHWe OOy4YarOLWMXCA HA MCMOMb30BaHME HOBLIX TEXHOMOrMI B cdhepe Cu-
CTEMHOro aAMUHUCTPUPOBAHMUS.

BocnutarenbHble:

+ (DopmMupoBaHue yMeHus paboTarb Kak MHAUBMAYASIbHO, TaK WU B rpynne A5 PeleHus no-
CTaB/IEHHOM 3a4a4u.

* BocnutaHue Tpynoniobus, ynopcTea v xenaHus jobuBatbCs MOCTaBNEHHOM Lienu.

* BocnutaHue yBaXKUTE€IbHOrO OTHOLLEHWUS K MHTENIEKTya/lbHOMY Tpyay.

* (®opmMupoBaHne MHDOPMALMOHHOM KYNbTYpbI.

MporpamMma paccynTaHa Ha yyalmxcs B Bospacte ot 12 go 16 net v He TpebyeT npeasapu-
Te/IbHbIX 3HAHWUHM U BXOAHOIO TECTUPOBAHMS.

3aHATUA nNpoBoaATcsa B rpynnax Ao 12 yenosek, NPOAOMIKUTENBHOCTL 3aHATUA He Gonee
45 MUHYT, 06LLaA NPOAOMKUTENBHOCTL MPOrpaMMbl pasHa 36 yacam.

HopmarueHas 6a3a

1. KoHctutyuma Poccuiickont ®Mepepaumm (NpyHsTa BceHapoaHbiM ronocoBardnem 12.12.1993 ¢
u3MeHeHuaMKn, onobpeHHbiMM B Xxome obuiepoccuickoro ronocosanua 01.07.2020) — URL:
http: / /www.consultant.ru /document /cons_doc_LAW_28399 /(nara obpaierus: 10.03.2021).

2. ®epepanbHbiit 3akoH ot 29.12.2012 Ne 273-03 (pea. ot 31.07.2020) «O6 obpasosaHuu B
Poccuickoit @epepaunmns (c usm. u gon., sctyn. B cuny ¢ 01.09.2020) — URL: http:/ /www.
consultant.ru/document /cons_doc_LAW _ 140174 (nata obpawserus: 28.09.2020).

3. Macnopt HaunoHanbHoro npoekta «O6pasosaHue» (yTB. npesugvymom CoseTta npwu
MNpe3ngeHte PO no ctpaternyeckoMy pasBuTMIO M HALMOHAJIbHBIM MPOEKTaM, MPOTOKOJ OT
24.12.2018 Ne 16) — URL: / /https:/ /login.consultant.ru link ?req=doc&base=LAW&n=319
308&demo=1 (pata ob6paweHus: 10.03.2021).
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4. TocypapcteeHHas nporpamma Poccuickon @Depepaumn «Pa3sutne obpasosaHus»
(yrBeppeHa NocTtaHoeneHueM lNpaeutensctea PO ot 26.12.2017 Ne 1642 (pepn. ot 22.02.2021)
«06 yTBEp)KAEHUM rocyaapcTeeHHoW nporpammbl Poccuiickon Mepepaunn «Passutne obpa-
3oBaHua» — URL: http: //www.consultant.ru document cons_doc_LAW 286474 (pata 06-
pawenus: 10.03.2021).

5. Crpaterusa passutua socnutaHua B Poccuiickont Mepgepaumm Ha nepuopg ao 2025 roga
(yTBepkaeHa pacnopsixeHvem [Mpasutensctea PO ot 29.05.2015 Ne 996-p «O6 yTeepaeHun
Crpatermun passutusa BocnutaHua B Poccuiickon Pepepaumnun Ha nepuopg go 2025 ropa») —
URL: http:/ /www.consultant.ru/document/cons_doc_LAW_ 180402/ — (mara obpalue-
Hua: 10.03.2021).

6. NMpodeccroHanbHbi cTaHaapT «lleparor (neparornyeckas pAeATeNbHOCTb B [AOLUKO/b-
HOM, Haya/ibHOM 06LeM, OCHOBHOM 06LLieM, cpeaHeM obuiem obpasosaHuu), (BocrnuTtartesb,
yuutenb)» (pea. ot 16.06.2019 r.) (Mpukas MuHucTepcTBa Tpyaa v coumanbHom 3awmTtbl PO ot
18 oktabpsa 2013 r. N2 544H, ¢ u3MeHeHUAMM, BHECEHHbIMM MpPUKa3oM MuHUcTepcTBa Tpyaa u
cousawmtbl PO ot 25 pnekabpsa 2014 r. Ne 11154 u ot 5 asrycra 2016 r. Ne 4224H) — URL: //
http: / /npodcrangaptneaarora.pd — (nara obpawenusa: 10.03.2021).

1. NpodeccuoHanbHbiM ctaHaapT «lMegaror gononHUTeIbHOro 06pa3oBaHKs AeTel 1 B3pOC-
nbix» (Mpukasz Munuctepctea Tpyaa v coumanbHor 3awmtbl PO ot 5 mas 2018 r. Ne 2981 «06
yTBEp)KAEHUMU npodeccroHanbHoro craHaapta «llegaror gononHuTensHoro obpasosaHus fae-
Tel u B3pocnbix») — URL: / /https: / /profstandart.rosmintrud.ru /obshchiy-informatsionnyy-
blok /natsionalnyy-reestr-professionalnykh-standartov /reestr-professionalnykh-standartov /
index.php?ELEMENT _ID=48583 (narta obpawenus: 10.03.2021).

8. MepepasbHbli rocyaapcTBeHHbI 0b6pa3oBaresibHbIA CTaHAAPT OCHOBHOMO obLero obpa-
30BaHuA (YTBEpXKAEH npukazoM MuHuctepctea obpasosaHua U Hayku Poccuiickon Depepa-
umm ot 17 pnekabps 2010 r. Ne 1897) (pea. 21.12.2020) — URL: https: / /fgos.ru (aarta obpawie-
Husa: 10.03.2021).

9. MenepanbHbiM roCcyaapCcTBEHHbIM 0Bpa3oBaTenbHbIM CTaHAapT cpeaHero obuiero obpaso-
BaHWA (yTBepXAEH npukazoM MuHuUcTepcTBa 06pasoBaHus 1 Hayku Poccuiickon Degepauum ot
17 mas 2012 r. Ne 413) (peg. 11.12.2020) — URL: https: / /fgos.ru (nara obpawequs: 10.03.2021).

10. MeToanyeckne pekomMeHAaLMKU MO CO3LAHWUIO U (PYHKLMOHUPOBAHUIO LLEHTPOB Lncpo-
Boro obpasoBaHus «IT-ky6» (yTBepykaeHbl pacrnopsikeHnem MuHUcTepcTBa MpPOCBELLEeHUA
Poccuickon @epepauun ot 12 aueaps 2021 r. Ne P-5) — URL: http: / /www.consultant.ru/
document/cons_doc_LAW_374572 / (nata obpawenus: 10.03.2021).

OcCHOBHbIe NOHATUA U TEPMHUHDbI

AHTUBUPYCbI — 3TO CMELUANU3MPOBAHHbIE MPOrPaMMbI A5 BbISIBNIEHUSA U YCTPAHEHUS BU-
PYCOB.

AnnapatHbit uHTepdenc — 370 cpeactea, obecneunBatoLLMe B3aUMOLENCTBUE MEXDY
YyCTpOWCTBaMM KOMMblOTEpPA.

BuUT — 3TO HanMeHbLUKIA 3NEMEHT NaMATU KOMIblOTEPA.

BpaHamayapbl (MexxceTeBble 3KpaHbl) — 3TO C/IOXKHbIE MU MHOFO(YHKLMOHA/IbHbIE KOM-
MAIEeKCbl MporpaMMm, 3agada KoTopbix — obecrneyeHre 6e30nacHoro B3aMMoAeNCTBUA CeTeM.

BupTtyanbHble MawMHbI — 3TO MPOrPaMMHbIE KOMMbIOTEPbI, KOTOPble NPefoCTaBNA0T
NO/Ib30BATESIO BCE BO3MOXHOCTH (DU3UYECKUX KOMMbIOTEPOB.

BpepnoHocHas nporpaMma — 3T0 NpPOrpamma, Lesbio paboTbl KOTOPOK ABNSAETCS BbIMNOSI-
HEeHWe AEeWCTBUI, 3aTPYAHAIOWMX paboTy UM yLWEMASAIOWMX Npaea Nnosb3oBartesis, a Takke
NPUBOAALLMX K HApYLLEHUIO Ge30MacHOCTH.

3arpyska KoMnbloTepa — 3TO NOC/efoBaTesibHasA 3arpy3ka nporpamMm onepauuoHHOM
CUCTEMbI U3 JO/ITOBPEMEHHOW NaMATH B ONepPaTUBHYIO NaMsATb KOMMblOTepa.
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UHTepHeT — 3710 mobanbHas KOMMblOTEpHas CeTb, KOTOpas CBA3biBaeT Mexay coboM
MW/IJTMOHbI KOMMbBIOTEPOB W CETEMN MO BCEMY MUPY.

UHdopmaumnoHHaa 6e3onacHOCTb — 3TO npouecc cobnopeHns (CoxpaHeHus) TPEx
acnekTos (atpnMbyTos) 6e30MacHOCTM: 4OCTYMHOCTU, LENOCTHOCTM U KOH(UAEHLMABHOCTH UH-
copmaumu.

Karanor — 370 noMmeHoBaHHas COBOKYMHOCTb (haiioB U NOAKATA/IOrOB.

KoMnbloTep — 370 yHMBepcanbHOe 3/1eKTPOHHOE MPOrpaMMHO-ynpaBiseMoe YCTPOWUCTBO
ansa pabotbl ¢ MHbOpMaLMeN.

KoMnbloTepHble BUpYCbl — 3TO NPOrpamMMbl, KOTOpPbIE PACMPOCTPAHATCA NO AOCTYMNHbIM
HocuTensam 6e3 Begoma nosnb3oBaressi U HAHOCAT TOT UM MHOM yLepb AaHHbIM NONb30BaTENS.

JlormH — 3TO coyeTaHue pasfiMyHbiX CUMBOJIOB, KOTOPblE CEPBUC aCCOLMUPYET C MOJb30-
BaTesieM; MHaye roBops, 3TO MMsA MONb30BaTe/NA, NOA KOTOPbIM ero OyayT «BuAeTb» Apyrue
nosb30BaTesu.

JlokanbHas KOMNbIOTEPHAA CE€Tb — 3TO CETb, HAXOAALLAACA Ha HeGObLIOW TePPUTOPHHM
M CNy)Kalas ans nosb30BaHUSA OOHUMU U TEMU XKe AaHHbIMU U YC/lyraMu, KoTopas obbeguHset
HebOoNbLIOE KOMMYECTBO KOMMbIOTEPOB.

OnepauMoHHaA cucTeMa — 3TO KOMIMJIEKC Mporpamm, obecrneynBaioMx COBMECTHOE
(byHKLMOHWpPOBaHWe BCEX YCTPOWUCTB KOMMbOTEPA U NPeaoCTaBNAOLWMX NOb30BaTENO AOCTYN
K pecypcam KoMmmnbioTepa.

Maponb — 3T0 coyeTaHWe pasNUYHbIX CUMBOJIOB, MOATBEPKAAIOLLMX, YTO TIOTMHOM HaMe-
peBaeTcsA BOCMNOJ/Ib30BATLCA UMEHHO BRaAeneL, IormHa.

NMonHoe uma daina — 310 NocnefoBaTeNbHO 3an1caHHble NyTb K danny u ums danna.

Mporpamma — 310 onucaHue Ha popManbHOM SA3biKE, «MOHATHOM» KOMMbIOTEPY, noce-
[0BaTe/IbHOCTU AEUCTBUI, KOTOPble HEOOXOAMMO BbIMOMHUTL HAA AaHHbLIMU ANSA PeLleHUs no-
CTaB/IEHHOM 3a4a4u.

MporpamMmMmHoe obecneyeHne — 3TO COBOKYMHOCTb BCEX MPOrpamM, npegHasHayeHHbIX
LNS BbINOSIHEHUSA HA KOMMbIOTEPE.

MporpaMMHbIi NPUHLUKUN paboOTbl KOMMbIOTEPA — 3TO COBOKYMHOCTb MPOrpamMM Ha
KOMTMbloTEpE, C MOMOLLbIO KOTOPbIX OCYLLLEeCTBASETCA ero pabora.

Monb3oBaTenbckun mHTepgenc — 310 cpeacrea, obecrneunsalowine B3anMoaencTeme
yesioBeKa M KoMnbtoTepa.

MpuknagHbie NnporpaMMbl — 3TO NMPOrpaMMbl, C MOMOLLIO KOTOPbIX MOJIb30BaTeslb MO-
)KeT paboTaTb C pa3HbiMU BUAAMK MHOPMaLuK, He npuberas K NporpaMMMpOBaHUIo.

MpoTokon — 3710 Habop cornalueHni, KOTopbIi onpeaensetr obMeH AaHHbIMKU MeXay pas-
NIMYHBIMM NPOrpaMMamHu.

CepBep — 3T0 NporpamMMHOEe UKW annapaTtHoe YCTPOWCTBO, KOTOPOE NPUHUMAET U OTBeYa-
€T Ha 3anpochbl, CAENAHHbIE MO KOMMbIOTEPHOW CETH.

CepBuUCHbIe NporpaMMbl — 3TO NPOrpaMMbl-apXMBaTOPbl, aHTUBUPYCHbIE NPOrpPamMmbl,
KOMMYHWKaLMOHHbIE NPOrpamMmbl 1 ap.

CeTeBble «4epBU» — 3TO BPeAOHOCHbIE NPOrpamMmbl, UCMONb3YOLLUE YSA3BUMOCTU B CETE-
BbiX Nporpammax. OHM pacnpocTpaHAIOTCA NO CEeTH, a He C MOMOLLbIO Nepeaayun hanios.

CuctemHblt agMuHUCTpaTop (system administrator) — 370 cneunannct, OCHOBHOWM
3af)a4en KoToporo sensetcs obecrneyeHne WTAaTHOM PabOTbl KOMMbIOTEPHON TEXHUKMU, CETU U
NporpamMMHoOro obecrneyeHns B OpraH13aLmu.

TposiHCKMe KOHU — 3TO BpeJOHOCHbIE NPOrpaMMmbl, KOTOPbIE HE HAYMHAIOT AeNCTBUE Cpasy
nocsie BHeAPEHMWS, a XKAYT NOMyYeHUs KOMaHAbl M3BHE UK HACTYMNNEHWUs Kakoro-mbo cobbiTus.

(daitnoBas cTpyKTypa — 3TO COBOKYMHOCTb (haioB Ha AMCKE Y B3aMMOCBSA3EN MEXY HUMMU.

Web-cepBep — 370 cepBep, KOTOpbIM MPUHMMAET 3anpochl OT NOJb30BaTENS U BbIAAET UM
OTBETbl — [OKYMEHT, CTPaHULY WM CaWT.
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OnucaHue matepuanbHO-TEXHUYECKOMU Oas3bl
ueHTpa uudpoBoro oopasosaHua aeteu «IT-kKyo»

Insa opranusaummn pabotbl IT-ky6 B pacnopsikeHun «O6 yTBepKAEHWM METOAUYECKUX pe-
KOMEHZAUMN MO CO3AaHWIo M (PYHKUMOHMPOBAHMWIO LEHTPOB UMppoBOro obpasosaHus
«IT-ky6» ot 12.02.2021 pekomeHayeTcsa cnegyouiee obopynosaHue nabopatopuu:

cUCTeMHbIM 610K B cOope C KOMMMEKTYIoWMMK (MaTepuHCcKan nnara, BUgeoKapTa, ceTe-
Bas Kapta, 650K NMUTaHWA M T. 4.), BO3MOXHOCTb NPOM3BOAMTL COOPKY M pa3bopKy cu-
cTeMHoro 6510ka, MaHUNyNATOP TUMa Mbllb, KNaBuarypa, MOHUTOP, poyTep, KOMMYTaTop,
Kabenb «BuTas napa» B 6yxre, 06KUMHON UHCTPYMEHT, OTBEPTKA, KOHHEKTOPbI, pa3fny-
Hble COeAMHUTESNIbHbIE MPOBOAA;

HOYTOYK (amaroHanb 3KpaHa: He MeHee 15,6 OloMiMa, paspelleHMe 3KpaHa: He MeHee
1920x 1080 nukcenen; KoNMYeCTBO aaep npoueccopa: He MeHee 4; KONMYECTBO NOTO-
KOB: He MeHee 8; 6ba3oBas TakToBas YacTtoTa npoueccopa: He meHee 1 Tu; Makcumans-
Has TaKToBas YacToTa npoueccopa: He MeHee 2,5 'Tu; Kaw-namaTtb npoueccopa: He Me-
Hee 6 M6aiT; 06bEM yCTaHOBNEHHOW OnepaTMBHOM NamAaTU: He MeHee 8 [6alT; 0ObEM
HakonuTena SSD: He meHee 240 [6aiT; BpeMs aBTOHOMHOM paboTbl OT 6aTapeu: He Me-
Hee 6 yacos; Bec HOyTOYKa C YCTaHOBNEHHbIM aKKyMynaTopoMm: He 6onee 1,8 kr; BHeLww-
HUM uHTepdenc USB-ctaHpapta He Huke 3.0: He MeHee TPEX CBOOOAHbIX; BHELUHWM
nutepcdenc LAN (Mcnonb3oBaHue nepexofHUKOB He NPefyCMOTPEHO): HalM4ue; Hanu-
unMe Moaynel U uHTepdercos (MCnosb3oBaHWE MEPEXOAHWKOB He MNpeayCcMOTPEHO):
VGA, HDMI;

6ecnposoaHas ceasb Wi-Fi: Hanuume c nopaepkkon ctanpapra IEEE 802.11n unu coepe-
MeHHee;

web-kamepa;

MaHUNyAATOP MblLUb;

npeaycTaHOB/EHHAs OornepauMoHHas cuctema c rpaduyecknM nosb3oBaTeNbCKUM MHTEP-
cdeiicom, obecneunBatolan paboTy pacnpocTpaHéHHbIX 0bpa3oBaTesibHbIX M obuiecu-
CTEMHbIX NPUIOXKEHWH;

MHTEPAKTUBHAA NaHeslb UK JOCKa.

B IT-ky6 percTBylOT HECKOJIbKO labopatopuii, B TOM YMcie nabopartopus Ana ocyLecTene-
HUSA OeATeNbHOCTM HanpasneHns «CucteMHoe agMUHUCTPUPOBAHHKEY.

JNlabopartopuu AN 3aHATUM AOMKHBI ObITb 06OPYAOBAHLI B COOTBETCTBUU C PACMOPSIKEHM-
eM MuHuctepctea npocselyerusa Poccuiickon Mepepaunm Ne P-5 ot 12.01.2021 r.

Ha naHHom o60opyaoBaHWM MOryT BbINOMHATLCA NabopatopHble paboTbl no Kypcy «Cucrem-

HO€e

aOMUHUCTPUPOBAHUE», MPOBOAUTLCA OTKPbITbIE 3aHATUA, 3allUTa NPOEKTOB U T. A. C uc-

Nosib30BaHUEM NpPe3eHTaLMOHHOro 06opyaOBaHUs NpenoaaBarenv NPoBOAAT 06bACHEHWE HO-
BOro Matepuana, Np1MBOAAT NpUMepbl paboTbl NPOrpaMM U T. 4.
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M1a6OPATOPHELY. OBBLACHEHHEHOBOTO
MUESREIAN, 0B BICHEHHE HOBOTO
JIEMOHCTPALIs MaTepHaTa.
MIPOTPaMM.

WUcnonb3osanue obopyaosanus IT-ky6 npu opraHvM3aumm 3aHATUI
no Kypcy «CucteMHoe afMUHUCTPUPOBaHHE»
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CETb LEHTPOB LLU®POBOIO

OBPA3OBAHMS JETEM «IT-KYB» CUCTEMHOE AOMUHUCTPUPOBAHMUE

|

puMepHas paboyas nporpaMma g1 opraH1M3auum
pab6oTbl N0 TeMAaTU4YECKOMY HanpaBJIEHUIO
«CnucreMHoe agMUHUCTPUPOBAHUE»

MnaHupyemMble pe3ynbraTbl 0OCBOEHUA NPOrpaMMbl 00yYalOLWMMHUCA
C ONMCaHMUEM Nnpoueayp UTOFOBOM U MPOMENKYTOYHOM aTTeCcTaLum
(BKNOYaa NnpUuMepbl KOHTPOJ/IbHO-OLLEHOYHbIX MAaTepPHasiOB
M KPUTEPUU OLLEHKH)

Kak 6bino HanucaHo paHee, uenbio nporpaMmbl «CMCTEMHOE aAMUHUCTPUPOBAHUEY ABNSA-
€TCA NosilyyeHne HayasbHbIX HABbIKOB M KOMMETEHLMH, HEOOXOANMbBIX 4151 BbINMOSHEHUS HOBOTO
BMAa NpoheccroHanbHOM AeATenbHOCTU B chepe afMUHUCTPUPOBAHNUS MH(OPMALMOHHBIX CHU-
CTEM, OPUEHTMPYA OBYHAIOLLMXCSA HA UCMO/b30BAHUE HOBbIX TEXHONOMUI B chepe CUCTEMHOrO
aAMUHUCTPUPOBAHMS.

I'InaHMpyeM blé pe3ysibTaTbl 06y|-|e|-|m|

JInyHocCTHBIE;

dopMrpoBaHUe YMEHUA CAMOCTOSATENbHOW AeATENbHOCTH.

dopmupoBaHue yMeHUs paboTtartb B KOMaHAe.

dopMrpoBaHME KOMMYHWKATMBHbIX HABbIKOB.

dopMrpoBaHMe HABbIKOB aHann3a U camoaHanusa.

dopMupoBaHue LeneycTpéMNeHHOCTU U YCUAYMBOCTU B NPOLIECCE TBOPYECKOM, ucche-
L0BaTe/IbCKOW paboTbl U yHeOHOW AeATeNbHOCTH.

MpegmeTHble:

dopmupoBaHue NpeacTaBieHUs O NporpaMMHOM obecrneyeHnn u ceteeoMm obopynosa-
HWM OpraHu3auum.

®dopmupoBaHue nNpeacraeneHns ob yCTPOWUCTBE NepCcoHabHOMO KOMMboTepPa M NMPUHLM-
ne ero paborbl.

(dopMrpoBaH1e NpeacTaBieHus O NpuHUMNax paboTbl ceTei.

®dopMrpoBaH1e yMeHUI No paboTe C pa3NnyHbIM NPOrpPaMMHbIM 0becrneyeHreM.

MeTtan PEOMETHbIE!

PopMHrpoBaHUE YMEHUA OPUEHTUPOBATLCS B CUCTEME 3HAHWM.

dopmupoBaHue ymeHus Bblbupatb Hanbonee sdhdeKTMBHbIE CNOCOObLI pelleHns 3aga4
Ha KOMMbOTEPE B 3aBUCMMOCTU OT KOHKPETHbIX YC/TOBUM.

®dopmMupoBaH1e NPUEMOB MPOEKTHOW AEATEeNIbHOCTH, BK/OYas YMEHUs BUAETb nNpobie-
My, hopMynMpoBaTb TeMY U Lielb NPOEKTa, COCTaBAATb MNaH CBOEN AesTeNbHOCTHU, OCYy-
LLLeCTBNATb AEWUCTBUSA MO peanusauuu nnaHa, pesynbtat CBoel AeATeNbHOCTU COOTHOCUTb
C uenbto, Knaccudbuunposartb, Habnoaarb, NPOBOAMTb 3KCMEPUMEHTbI, AeNaTb BbIBOAbI U
3aK/04YEeHUs, AOKa3blBaTb, 3aLLMLLATL CBOU MAEW, OLLeHMBATb pe3y/bTaTbl CBOen paborTbi.
PopmMHnpoBaHUE YMEHUA pacnpeneneHus BpEMEHM.

®PopMHrpoBaHUE YMEHUM YCMELIHOW CaMornpe3eHTaLu .
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CETb LEHTPOB LMOPOBOTO | i ’ 2

CUCTEMHOE AAMUHUCTPUPOBAHMUE OBPA30OBAHWSA JETEM «IT-KYE» ‘ )2 E@l
) 2

N

MnaHbl yueOHbIX 3aHATUH

Tema 1. BBepgeHue B cneumnanbHocTb. YcTpoucteo MNK

PekomeHayeMoe KOnM4ecTBO YacoB Ha JaHHylo TeMy — 2 yaca.

MnaHupyembie pesynbraTthbl

MpepmeTHble: 3HaHUA 06 OCHOBHbIX BUAAX OEATENbHOCTM CUCTEMHOrO agMUHUCTPATOpPa,
3HaHWS OCHOBHbIX YCTPOWCTB NEPCOHANIbHOrO KOMMbiOTEPA M UX (PYHKLMM; 3HAHUE OCHOBHbIX
XapaKTepPUCTHUK NEPCOHANIbHOrO KOMMbioTepa.

MeTtanpegmeTHblie: NOHMMaHWE POJIY CUCTEMHOMO aAMUHUCTPATOPA NPWU COMPOBOXAEHMM
Pa3/IMYHbIX MPOLLECCOB, CBA3AHHbIX C UCMOJIb30BAHUEM KOMMBIOTEPHOM TEXHUKM, MOHUMaHWe
Ha3HaYeHWsA OCHOBHbIX YCTPOMCTB NEPCOHaNIbHOrO KOMMbioTepa.

JINYHOCTHbBIE: NOHMMaHWe POJI CUCTEMHOMO aAMUHUCTPATOPA U NePCOHANbHOIO KOMIMbLO-
Tepa B KU3HMU.

O6opynoBaHue U MmaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 060pyAOBaHHME.

MN3yuyeHne ycTpoWcTBa NEpPCOHaNbHOrO KOMMbIOTEPA, BbIMNOSHEHME MpaKTUYyeckon pabo-
Tl N2 1,

Kparkoe copepykaHue. BeogHoe 3aHsTHe. [poBeneHne 06s3atesibHOr0O MHCTPYKTaXKa no
TexHuKe 6e3zonacHocTu. BeeaeHue B cneunanbHOCTb.

OnpepeneHve MNOHATUM «CUCTEMHbIA AAMUHUCTPATOP», «CUCTEMHOE aAMWHUCTPUPOBA-
HUe», onpeaeneHne obsa3aHHOCTEN CMCTEMHOrO agMuHWUcTpaTtopa. Mpumepbl paboTbl nepco-
Ha/IbHOrO KOMMbOTEPA B PA3/IMYHbIX Chepax XKM3HM (aTOMHAsA NPOMBILLIIEHHOCTb, Pa3/iMYHble
3aBOfbl U T. A.), 3HAYEHUE CUCTEMHOIO aAMUHUCTPATOPA.

OcHoBHble 3neMeHTbl KoMmrbtoTepa. KoMnoHeHTbl cucTeMHoro 6s10Ka: cucteMHas nnara,
610K MWUTaHUA, LeHTpanbHbIM NPOLEeccop, onepatMBHas NamsaTb, BUAEOKApTa, ceTeBas KapTta,
3BYKOBAs KapTa, XXECTKUM AWUCK, ONTUYECKUI NPUBOA U T. 4. MHTerpypoBaHHbIE B MATEPUHCKYHO
nnarty ycTpoWcTtea (BuaeokapTa, ceteBas KapTta). BHellHWe ycTpoWcTBa nepcoHanbHOro Kom-
nbtoTepa.

IleMoHcTpauus KoMnoHeHToB cuctemHoro 6noka. OcoberHoctn cbopku MK, 3awmra He-
npaBuibHOM COOPKMU Ha (hU3MYECKOM YpPOBHE (HannuMe crneumasnbHbiX OrpaHUYuTeNen B 3aBu-
CMMOCTM OT TUNa o0bGopyaoBaHUA, OT/IMYME pPA3MELLEHUS OrpaHUYUTENEN B PasfIMUHbIX TUNax
namsaT u npoueccopos). BeinonHeHnne npaktnyeckoin pabotsl N 1.

MpakTuueckasa pabora Ne 1. C6opka nepcoHanbHOro KomnbloTepa

PaboTa BbiNOMHAETCA CTPOro NoA PyKOBOACTBOM y4uTeNs, NO3TanHo. Yuutesb nepes npak-
TUYECKOoW paboToi MpPoOBOAMT 0Bs3aTeNbHbIM MHCTPYKTAXK MO TexHuke GeszonacHoctu. MNepep
Ha4asIoM BbIMOSIHEHUA PaBOTbI yUUTENb PA3bACHAET NPUHLMM Pa3bopkM U COOPKU CUCTEMHOrO
6n0Ka, obpallas BHMMaHWe Ha waru cbopku (pasbopku). B cuctemHom 6noke gomkHa 6biTh
yCTaHOB/IeHa MaTepuHCKas nnara, 610K nutaHus (HeobxoamMMo NPoBEPUTb, YTOBbLI NPOBOA NK-
TaHMs Obl OTCOEAUHEH OT PO3ETKM).

LWarn cbopku (NOpsaoK MOXKET OTIMYaTbCA B 3aBMCMMOCTM OT yAoOCTBa pacrnosioxeHus
C/TOTOB Ha MaTePUHCKOM nnare):

YcraHoBKka npoueccopa (npenopasartefib AO/KEH 0OpaTUTb BHUMaHWE Ha BbiCTynatoLiue
3/IeMEeHTbI NPoLEeccopa WKW Ha MaTepuHcKon nnate (Ux Henb3a nospexaarb!)). Heobxoaumo
nokasarb crieuuasnbHble nasbl U (MM orpaHuuUTENn), OBBACHWUTbL, YTO BCE 3NIEMEHTbI MOAKO-
YEHMS Ha KOMMbIOTEPAX MMEIOT CrieLuasibHble OrpaHuyYmuTeNnun u(Mnum) nassl, TakMm obpasom, He-
NPaBUIbHOE MOAK/IIOYEHUE KOMMOHEHTOB APYr K APYry MCK/IOYEHO. YCTaHOBUTb MPUKUMHYIO
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nnacTuHy (B pasHbix MoaudUKaLUsAX YCTAaHOBKA NPUXUMHOM NAACTUHbI OT/IMYaeTcs). YcTaHoB-
Ka LOJ/IKHA BbINOSHATLCA 6e3 ycunuii!

HaHeceHne TepmonacTtbl. AKKypaTHO HaHeCTUM AO3MPOBAHHOE KONMYECTBO TepMOMacThbl
NIMHUEW C OOHOro Kpas npoueccopa (pekomeHayeTcs Kaxaoe HaHeceHue nacTbl MPOM3BO-
OWTb MOJ KOHTposieM yuuTens). HaHeceHuWe ocyliecTBnseTcs nnacTMKOBOM KapToOYKoM (nna-
CTUHKOM). [1NOTHO NpUAAaBMUB Kpal KapTbl, He TePSAs CUMbl HAXKMMa, NacTy HAHOCAT C/ieBa Ha-
npaso.

YcraHoBKa cucTeMbl oxnaxaeHus. Heobxoammo obpartvutb BHUMaHWe Ha creuuanbHble oT-
BEPCTUSA HA MaTePUHCKOM nare AN YCTAHOBKU CUCTEMbI OXJIAXKAEHUSA, CUCTEMA CTABUTCS C He-
60/bLWINM yCUNKeM. IDTOT 3Tan peKoMeHAyeTcs AenaTtb yUYuTesnto.

BHumaHue!

lNpy nNpaKTMYecKnx 3aHATUSAX C HECKONIbKMMMK FpynnamMv peKoMeHZyeTcs MponycTUTb
war 1—3, T. e. 3apaHee yCTAaHOBWUTb MPOLIECCOP U CUCTEMY OXJIXKAEHWUS ANS NpenoT-
BPaLLLEHMA NMOBPEXAEHMA MAaTEPUHCKOW NAaThl MK NpoLeccopa.

YctaHoBKa onepatuBHoi namatu. Cnot onepaTtMBHOM NaMsaTU MMeeT crieuuanbHylo nepe-
MbIYKY, NO3TOMY YCTAaHOBKA APYroro BMAa NamsTi HEBO3MOXHA.

YctaHoBKa BMOEOKApTbl M 3BYKOBOM KapTbl (MpW HanWyuM) BbINOJIHAETCA aHaNOrM4yHO
yCTaHOBKe onepaTtMBHOM namsaTu. HykHO obpatutb BHMUMaHME Ha TO, YTO MOC/ie YCTAHOBKM
HeobX0AMMO aKKypaTHO 3aKpernuTb KapTbl C MOMOLLbIO KPENEXHbIX BUHTOB K CUCTEMHOMY
6/10KYy.

YcraHoBka éctkoro aucka npuesoga DVD. Heobxogumo ycrtaHosuts npusog DVD B cu-
CTeMHbIN 610K U 3aKpenuTb ero. lMocne ycTaHoBKKU NPOM3BOAMTCA NoaKoYeHue Kabens nuta-
HMA 1 Kabena ana nepenayn AaHHbIX.

MoaknoyeHWe pasnMuHbIX Pa3beEMOB K cucTeMHoW nnate. Heobxoammo obpatutb BHUMa-
HWE Ha PYKOBOACTBO MO/b30OBaTeNIA K MAT€PUMHCKOW nnate ans obo3HaveHUs npaBuiIbHOrO
MOAK/OYEHUS MPOBOAOB OT KHOMOK BKJIOUYEHUS, nepesarpy3ku komnbiotepa, USB-BxonoB Ha
cucteMHoM bnoke.

MNopknioueHne nutanus. lNocne NpoBepku BCeX COEQMHEHWM MOAKMOYAETCA MUTaHWE Ha
MaTepUHCKOM nnate K 670Ky nutaHus, Bugeokaptbl M ap. Ocobo Hy>KHO 0b6paTUTb BHUMAaHWeE
Ha coeguHeHWe cneuranbHbiX PpasbeMOB.

BknioueHne KomnbioTepa U AMarHocTuka owunbok. MNpu Henonagkax BKAOYEHUs cnegyet
06pathTb BHMMAHME Ha 3BYKOBblE CUIHasbl U/WAW COOBLLEHUS HA MOHWTOPE KOMMbtoTepa.
C uHdopMaLMOHHbIMKM MaTepuanamM1 M BUAAMK OLIMOOK npenodasartesnto HYy)KHO O3HaKOMMTb-
CSl Ha caWTe NPOU3BOAUTENA CUCTEMHOM NNaThbl.

MpoeounposaHue ownbok. Ha neMoHCTpaUMOHHOM KOMMbloTEPEe HEOOXOAMMO CHATbL NPO-
Leccop v 3anyctutb Komnbtotep. O6paTuTb BHUMaHWe Ha 3BYKOBYIO MJIM CBETOBYIO MHAMKALMIO
oLwnbKku npu cbopke (OTCyTCTBYET NpoLLECCOp).
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Tema 2. ®annosasa cucrema

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyio Temy — 1 yac.

NMnaHupyemMblie pesynbrarthbl

MpepmeTHble: npeacTasieHne 06 o6bekTax hannoBomn cuctTembl, BbIpaboTKa HaBbLIKOB pa-
60TbI C hannamu.

MeTanpeameTHble: YMEHUSA U HaBbIKW OpraHu3aumn ¢annoBon CTPYKTYpPbl B JIMYHOM UH-
¢hopMauLMOHHOM NPOCTPaHCTBE.

JInuHOCTHBbIE: NOHMMaHMEe HeoOXOAMMOCTU YMOPALOYEHHOrO XPAHEHWA COOCTBEHHbIX
NporpaMM U AaHHbIX.

O6opynoBaHue U MaTepHasnbl: KOMMbIOTEP, NPe3eHTauuoHHOoe obopyaoBaHue.

Kpatkoe copepykaHue. PaccMoTpeHre oCHOBHbIX NoHATUM (chaln; npaBuna UMEHOBaHUSA
bainoB; KatanoroB; KOpPHEBOW Katasior; cainoBas CTpyKTypa; nyTb K cainy; nonHoe ums
caina), orpaHuuyeHus B hannosbix cuctemax (Ha npumepe NTFS). BoinonHeHue npakTtuyeckom
pabotbl Ne 2,

MpakTuueckasa pabora Ne 2. CozpaHue daina

Heobxoanmo cosparb B nanke «Mou gokymeHTbl» nanky suga «Pamunus Mms Otyectso
rpynna (BBeCTW CBOU AaHHbIE)>».

3anycTuTb TeKCTOBbIM pefsaktop «bBnokHOT» U HabpaTb B HEM CBOKO BU3UTHYIO KapTOYKY
(dbamunuio, ms, otTyecTBO, aApec LWKObI, KNacc).

CoxpaHuTb HabpaHHbIM TeKcT B nanke euaa «Pamunusa Uma OtyecTso rpynna (BBectv cBom
JaHHbIE)» MOA UMEHEM «BU3MUTKA.tXt».

Cosgartb B nanke «Mou foKyMeHTbI» nanky «Mos HoBasi nankas.

Ckonupoeartb B nanky «Mosi HoBas nankas gann «BusuTKa.txty M3 nanku «Damunus Nms
OtyecTBO rpynna (BBECTM CBOM AaHHbIE)».

lNepermeHoBaTtb hann Bu3nTKa.txt u3 nanku «Mosi HoBaa nanka» B ¢ann «vizitka.txt».

Ckonuposartb camnn «vizitka.txt» B nanky «®@amunus Umsa OtyectBo rpynna (eBeauTe cBou
JaHHbIe)».

Onpegnenutb BpeMa co3gaHus danna «vizitka.txt» u ero pasmep B bairax.

Ypnanutb nanky euga «@amunus Mma OtyecTBo rpynna (paHee co3faHHble AaHHbIE)».

Tema 3. NporpammHoe ob6ecneueHne. OnepaumnoHHbIe CUCTEMDI

PekomeHayeMoe KO/IM4eCcTBO YacoB Ha AaHHylo TeMy — 2 yaca.

NnaHupyembie pesynbrarhl

MpeamMeTHbIE: NOHATUE MPOrpaMMHOro obecrneyeHns NepcoHanbHOro KommnbloTepa M oc-
HOBHbIX €ro rpynn; 3HaHWe CYLLECTBYIOLLMX Pa3/IMYHbIX ONEPALUOHHBIX CUCTEM.

MeTanpegmeTHble: NOHMMaHWE Ha3HAYeHWUA NPOrpamMMHoOro obecneyeHUs nepcoHasibHoO-
ro KomnbioTepa.

JInuHOCTHbIE: NOHWMaHWe NepPCoHaNIbHOrO KOMMbOTEPA B YKM3HWU, MOHMMAHWE Ha3Ha4YeHUs
onepaurMoHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHHe.

Kpatkoe copepxxaHue. lNoHatne «nporpammHoe obecneyeHne». Knaccudukaumsa npo-
rpamMmHoro obecnedenus. Mopsaaok pabotbl pasnmyHoro MO ¢ MOMeHTa 3arpy3ku KoMnbloTepa
BIOS. lNoHATHe onepaunoHHas cuctema (onpepeneHue). PacnpoctpaHEéHHble onepauyoHHbie
cucTeMbl gns nepcoHanbHbix koMnbiotepos (Windows, Linux, MacOS), onepaunoHHbie cucre-
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Mbl A8 MOOGUIbHbIX ycTponcTe (Android u ap.). Monb3oBartenbckuii MHTEPdENC onepauuoH-
HOWM cucTeMmsl. [TporpamMmmMbl-gpaneepbl, NPOrpaMMbi-yTUAKUTbI. BbinonHeHWe npakTuyeckomn pa-
60TbI Ne 3.

MpakTuueckas pabora Ne 3. YctaHOoBKa onepauMoOHHON CUCTEMDI

YcTaHOBKY OnepaumMoHHON CUCTEMbI MOXHO BbIMOJIHATL HA COBPaHHbIN KOMMbIOTEP MK Ha
BUPTyasibHYylO MalwuHy. MNpu opraHusaumMu 3aHATMM B HECKOJIbKMX rpynnax HeobxoaMMo uc-
nosib30BaTbh BUPTYasnbHYO MalUMHY AN Asyx U 6onee nogrpynn. BupTtyanbHas mawwmHa nosso-
JIUT OQHOBPEMEHHO Ha OQHOM KOMMblOTEPE LOMOMHWUTE/IbHO 3amnycKaTb pas/iMyHble onepaLy-
OHHble CUCTEMbI, TAaKUM 0OpasoM y Kaxaoro obydatouierocs byaet nepcoHasnbHas BUPTyasb-
Has MawwuHa. PekomeHgyem wucnonb3oBatb GecniatHylO WM YHWBEPCAsibHYIO BUPTYasbHYO
mawmuHy Oracle VM VirtualBox. MNepen npoeeaeHneM npaktuyeckomn paboTbl aHHas nporpam-
Ma A0/MKHA ObITb YCTAHOBIEHA HA KOMIMblOTEPax 00y4atoLMXCca (CCbisika Ha CalT Npou3BoaMTe-
na https: / /www.virtualbox.org /).

Onucanue npakmuyeckoli pabomel

HacTtpoiika BuptyanbHou mawuHbl Oracle VM VirtualBox (aanee VirtualBox)

[nsa cozgaHus BUpTyanbHOW MalmHbl HeobxoamnMo 3anycTuTb nporpammy VirtualBox (soit-
TW B MEHIO MYCK, aanee oTKpbiTb nanky Oracle VM VirtualBox 1 3anyctutbe npunoxeHue).

1. Ina co3paHuna HOBOW BUPTYaNbHOM MaLUMHbI HEOOXOAMMO HaXKaTb Ha MaHenu ynpasse-
HUA KHonKy «Co3patb».

" G P -

Cozpate Hactpoute CopociTs  3anycTuTh

2. Beect ©MA BUMPTYyanbHOM MalUWHbI, TUM U BEPCUIO ONEPALMOHHON CUCTeMbI (TUM U Bep-
CUIO OMepaLMOHHON CUCTEMbI BbIOUPAET yUWUTENb, MOXKET OT/IMYATLCA OT NMPUBEAEHHOMN Ha pu-
cyHke). Ha 3aHaTuax npepnaraetcs ucnonbsosatb Windows (Windows 7, 10).

,
8 = A=)

O o g

) Co3paTh BUPTYaNbHYIO MaLLWHY

= -

Yxawxure nma v tin OC

MoanyicTa YKamUTE MMA M MECTOTIONMKEHNE HOBOH BUPT YansHON MalwuHs! M BaibepuTe

THN ONEPALYIOHHOM CICTEME!, KOTOPYIO Bil COBIPaETEh YCTEHOBMTE Ha AGHHYIO MAWMHY.

SanaxHne Bami umgs ByNET WNONKINBATROR NS UASHTIAGWKAL I AHHOR MAIIHRL ‘
I

WA Mpymna 2. Msaros Mean Meanosu<

Manxa MawmHs! , Ci\Users\Andrey\VirtualBox VYMs ¥
Tun: | Mi i b E".i"
L [Ma'osoft\wﬁows ] "ﬁa \

Bepaus: [‘Mndows 10 (64-bit) ¥

Sxcneprrosipexm| | fanee | [ Omena
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3. Bbibupaertca o6bém onepartveHoi namsaT. PekomeHayetcs Bbibuparb ot 4 ['b. He peko-
MeHAayeTcs BblbMparb BeCb 06bEM NaMsATH, MOCKOSbKY B 3TOM Clydae pabota OCHOBHOW onepa-
LMOHHOWM CUCTEMbI 3HAYMTENIbHO 3aMennsercs, HeobXxoauMo OCTaBuTb CBOHOAHOW He Me-
Hee 4 ['b onepatuBHOM namsTyH.

( B IM

' -
| @ C0343Th BUPTY3NbHYO M3LLMHY

YkaxwTe 00bEM NamaTtk

YrawuTte obbén onepaTisHoil nanaTy (RAM) ssigeneqHsit AaHHOA BipT yansHoR
MalliHe,

PexomeHayeMsit obbém pasen 2048 M5,

U o [90960 B MG
4MB 8192 MB

Hanee H QOTHeHa

4. Hactpoiika »kéctkoro gucka. [lanee HacTpavMBaeTcs BUPTyasbHbIn XKECTKUIM auck. Co3pa-
eTCA HOBbIN KECTKMM auck dopmara VDI (VirtualBox Disk Image). Mpu Bbibope dopmara xpa-
HEHMs BbIBMpaeTCca AMHAMUYECKUIA KECTKMU ANUCK, 3TO MO3BOJIMT HA Ha4Yas/lbHOM 3Tare yMeHb-
LUMTb 3aHMMaeMblii 06bEM Ha KoMmnbloTepe. Pasmep écTtkoro aucka — 50—60 Mrabair.

5. Mocne co3paHuna AWCKa BUMPTyasibHas MallMHa YCMEeWHO MNOSBUTCA B NaHenu ynpaene-
HUA.

6. HaxkaTb KypCOpPOM MbilLM HA CO3AAHHYIO BUPYTa/IbHYIO MalLMHY W BbiIOpaTb KHOMKY «Ha-
cTpouTb». B HOBOM OKHe BbIOpaTh «cUCTeMa», BO BKIa4Ke «MpoLLeccop» Bbibpatb ABa npouec-
copa, BK/OYWUTb BUPTyanu3aumio npoueccopa (yctaHoBuTb ranku Hanpotue «Bkniounts PAE/
NX» v gp.).

7. MNepenTn BO BKNAAKY «CeTb», BKAOUMTL 2-i apanTtep (HeobxoaMMo Ansi BbIMOSHEHUS
NpaKTUYeckux paboT npu nsydeHumn tembl «JlokanbHas ceTb»):

| Aaantep _1 ] Anantep2 | Apantep 3 | Agantep 4 |

[¥] BxmowTs ceTesoit aganTep

Tun nogrsroqeHHa: [Bnp'r yansHoil agantep xocta. v ]

Mma: [\ﬁrmalBox Host-Cnly Ethernet Adapter -

CoxpaHuTb HacTpOWKM.
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( 8¢ Oracle VM VirtualBox Menegxep G=HHE

OQaiin  Mawnna Cnpaeka

T I " @

CosgaTe Hactpoute CHpoomsl

android @ Obuyme [
@ Beixnouexa Mma:  pynna 2. Visawos Meax MBaHoBMY
0C:  Windows 10 (64-bit)
F‘ 64 E] Cucrema
. "% @ Beikniouena OnepaTueHan naMate: 4086 MB I'pyrma 2. UBaHOB
MopROOK 3arpys m: TR anaK,
— OTTARGR LG WUBaH UBaHoBNY
(ss[F | rpynna 2. Meanoe M... fO=— KeécTrmit anak
Wi (@) Beniosena Yoxopermie: VT-%/AMD-V, Nested
e Paging,
- MapaeupTyan1saLa
Hyper-V
@ Ancnnei
BuaeonaMATb: 128 Mb

Mpadumuecki4il KOHTPOnnep: VBoxSVGA
Cepsep yaanénroro avcnnen: Boiknoyen
Sanmce; BownroqeHa

Hocutenn

KonTtponnep: SATA

SATA nopr 0: Mpynna 2. Miganos Mean Usanosuy.vdi (OBsmmeii, 50,00 IB)
SATA nopT L [OnTuueawit npusoa] Mycro
tDJ Ayguo

Aynwonpaiisep: Windows DirectSound
AyawokonTponnep: Intel HD Audio

—

9. Bbibparb BupTyanbHbiii DVD-guck onepaunoHHoOM cucTeMmbl.

NoxanyitcTa seiIdepUTE BUPT yanbHoIA ONTHYECKMI AMTS MK
DU3MHEcKUIA NPUBOA ONTHYSCKMX ANCKOB, COASDKALLIMIA AMCK ANA
sanycka Bawei HoBOM BUPTYanbHON MaLMHb1,

JAuck aomkeH BeiTh 38rpy30UHbIM 1 COASPXATE AMCTPHBYTHUE

ONEPALMOHHOI CUCTEMbI, KOTOPYIO Bibl XOTHTE YCTaHOBMTb. [lMcK
ByaeT aBTOMATMYECKM U3BNEYEH NPU BBIKNIOYEHUM BUPTYansHOM
MalulHb!, 0AHaKO0, B Chydae HeobxoauMocTH, Bul MOXETE caenaTh
3TO M CAMM MCTIONB3YA MEHIO YCTPOICTES.

_ - —
(L1 cm-x86-14. 14419.is0 (HeaocTyner) a

_ MNpogon¥MTe OTMeHa
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Cosna'rb ObHoBUTL
mA 2

W pasmep
4 Attached
/4, android-x86-6.0-r3.iso
4 Mot Attached
b, android-x86-4.4-r5.is0
. android-x26-9.0-r2.iso
cm-x86-14.1-rd.iso
cm-x86-14.1-r4-kd19.is0

<[ il b

|noua<nomeuu A ﬁ @

- Brifpate i IOCI'BBP!TbI'IYCI'hI‘I][ OTtmMeHa ]

Buibepute daiin BUpTYaNnsHOIO ONTUHECKOrO AUCKa @]
@__Ov! . € JlokaneHblii guck (D:) » temp - | 44 l Flouck: temp
- : "N T

¥nopagounts ¥ Hoeaa nanka =~ [0 @

o

2 Wma Jara uzmeHeHun Tun
- BuBnuorexu

2 Bugeo

D:‘ AoxymenTe
WzoBpaxel
J’ Myseika

|ﬂ SW_DVD9_Win_Pro_10_20H2 64ARM Rus... 11,04.2021 7:48 Apxue WinRAR

1% Komnbtotep
& NokansHel
= JloxansHbii
g Nokansnby
e data (F)
ca data2 (G:)

6 astusinov@

1. Angexc.
- < i | b

Wms daiina: SW DVD9_Win_Pro_10_20H2 64ARI [Bce Gaiinbl BUPTYaNbHBIX ONTH v]

[ OTkpeITE I [ OtmeHa ]
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MoxanyiicTa sbibepyTe BUPTyanbHbIA ONTUHECKIA AUCK MK
M3MHECKMIA NPUBOA ONTHYECKMX AMCKOB, CoaepxXalumil AUCK Ans
3anycka Balwwei HOBOM BUPTyanbHOM MallMHbI,

Auck aomkeH BuiTh 3arpyzouHemM 1 conepxate auctpubyTus
0MepaLyMoHHOI CUCTEMbI, KOTOPYHO Bbl XOTUTE YCTaHOBMTL. AWK
ByaeT aBETOMaTUUECKM M3BNEYEH NPH BEIKNIOUEHIMA BUPTYaNbHOM
MalwwHbl, 0AHEXKD, B cny4ae HeobxoammocTw, Bol moeTe caenato
3TO M C3MM MCNONL3Y] MeHio YCTpolicTEa.

[Sw_DVD9_Win_Pro_10_20H2_64ARM_Russian_Pro_Ent_EDL ¥ | [2)

ﬂpDﬂOJ'DKHTb] [ OTHeHa ]

Hocutens

@ @ ®

Nobasute Cozaats  ObHOBMTB

Wina
4 Attached
/4, android-x86-6.0-13.is0
4 Mot Attached
/1, android-x86-4.4-rS.iso
/b, android-®6-9.0-r.iso
A em-x86-141-rdiso

; sw_'ovbs_mr{_?ra'_m_édH'z_sanM_Russian_Pm_En:_EDU_N_MLF_-ﬂ

< | : ¥

R 8

(S Tpemrmems) [Comes |
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10. B nosiBMBLUEMCS OKHE aBTOMAaTMYeCKM HAYHETCA YCTAaHOBKA OMEpPauLMOHHOM CUCTEMBI.
Mpu ycTaHOBKE CUCTEMbI BbIOMPAETCA PYCCKUM A3bIK MHTEPdENCA M pacKNadKu Kiasuatypbl.
Mpu BbibOpe KECTKOro AMCKA yKasaTb Ha MMEIOLMIACH KECTKUN OMCK, HEe HaXKMMas KHOMKU
«Cozpatb» guck: A, «Dopmatuposarb» U T. .

@ gl Yeranosxa Windows
Tae Byl xoTUTe yeTaHoeuTe Windows?
| @aiin OBuwiwii pas.._ Ceobogre Tun
| |
I |.-. 5 Hesanatoe npoctpanceo Ha gucxe 0 50076 50076
+4 OBnosure /S Yaanure & Dopraruporars 4 Corpare
&* Jarpyzums :'f. Pacimpirs
Janee I

Bug ona Windows

Pabota cuuTtaetcs 3aBeplUEHHOM B MOMEHT Hayana KonupoeaHus aisioB onepaumMoHHOM
CUCTEMbI Ha KOMMbIOTEP.

[lns 3KOHOMUM BpeMEHM PEKOMEHAYEeTCs CO3AaThb roTOBbIM 0O6pa3 KECTKOro AUCKa AN nNpu-
MEHeHUs Ha ClefyioLLeM 3aHATUM. ITO HEOOXOAMMO, MOCKO/bKY yHalMMCA He BCeraa yaaércs
yCTaHOBKA OMepauvoOHHOMN CUCTEMbI B TEYEHUE OJHOTO YpOKa.

Tema 4. NMporpamMmHoe obecneuveHue.
OnepaumoHHasa cuctema Windows

PekomeHayeMoe KO/IM4eCcTBO YacoB Ha AaHHYo TeMy — 7 4acoB.

NnaHupyeMblie pesynbraThbl

MpepMeTHbIe: NOHATME NPOrpaMMHOro obecrneyeHUs NepCcoHanbHOroO KoMmnbioTepa M oc-
HOBHbIX €ro rpynmn; 03HaKoMJieHWe C UHTepdencoM nonb3oBartens.

MeTtanpeameTtHble: NoHMMaHWe Ha3HaYeHWUs NpPorpaMMHoro obecneyeHuns nepcoHasnbHo-
ro KomnbloTepa.

JIn4yHOCTHbBIE: NOHWMaHWe HEOBXOAMMOCTH MEePCOHANIbHOrO KOMMbIOTEPA B XKU3HU, MOHU-
MaHWe Ha3Ha4YeHMUs OnepaLUOHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 06opyAOBaHHe.

Kparkoe copepykaHue. [MoHaTMe «nporpammHoe obecnedeHue». [paduyeckuin uHTep-
theric nonb3oBatens, OCHOBHblE 371eMeHTbI rpacduyeckoro nHTepderca. BoinonHeHne npaktu-
yeckoro 3aHsaTva Ne 4,

PacnonoeHne ocHOBHbIX (hainoB onepaunoHHon cucteMbl. CKpbiTble ¢aiibl M nanku.
BbinonHeHue npaktuyeckoro 3aHaTUa Ne 5.

Xéctkuit gmck. M3Hoc n nonomkm »kéctkmx anckos. Owmnbku B hannosoin cucteme. MNpuyu-
Hbl nossnexuns dannos FILEOO00.CHK u . a. Mporpammbl ans noucka pasfiMuHbix olwmnbOoK

B conepxaHue 21




CETb LEHTPOB LLU®POBOIO

| OBPA3OBAHMS LETEM «IT-KYE» CUCTEMHOE AOMUHUCTPUPOBAHMUE

(noTepsiHHble, pedeKTHble M KnacTepbl C NepeKpecTHbiMU ccbinkamu). OTavyve nonHowm ot
CTaHAAPTHOM MPOBEPKM XEcTKoro aucka. [edparmeHTtaumsa xectkoro aucka. MHCTpyMeHTbI
aaMuHucTpupoanus K (aucnetuepsl guckos). BeinonHeHue npaktuyeckoro 3aHaTus Ne 6.

MpunoxkeHna n cnyxo6bl, HaunHaowme ceoto paboty npu 3anycke Windows. Onucaxue
cnyk6 pns otknoveHusa. Ontumuzauma paboTbl CUCTEMbl, OTK/IIOYEHWE HEWUCMOJSb3yeMbiX
cnyx6. BoinonHeHue npaktuyeckoro 3aHaTus Ne 7.

Oucnetuep 3apay. 3anyck aucnetyepa 3agad. Onucanuve dyHKunoHana nporpammbl. Onu-
caHuve BCcex BKNagok aucneTtyepa 3agad. BoinonHeHne npaktuyeckoro 3aHsaTusa Ne 8.

Monutuka 6esonacHoctv. YaanéHHoe M3MeHeHue NoNuTUKU BesonacHocTu. JlokanbHas no-
nutMKa 6esonacHocTu. Monutrka naponem, NOAUTUKA OOKUPOBKK YHETHOW 3anmcu. BoinonHe-
HWe npakTU4eckoro 3aHsaTva Ne 9,

Peectp. CrpykTypa peectpa. Pegaktop peectpa. [apametpbl peectpa. BoinonHeHue npak-
Th4eckoro 3aHaTua Ne 10.

MpakTuueckasa pabora Ne 4. OnpepeneHne OCHOBHbIX
XapaKTepPUCTUK KOMMNblOTEpPaA

HeobxoaMmo HakaTb MpaBoOM KHOMKOM MbILLKM Ha MEHIO «MYCK», Aasiee Bblbparb «CucTeMas.
B okHe MOXHO 6yaeT npounTaTh XapaKTePUCTUKKM KOMMblOoTepa.

XapaKTepucTuKn ycTpoicTea

Wma yerponicrea DESKTOP-JINEQKU

Ipoueccop Intel(R) Core(TM) i5 CPU 750 @
2.67GHz 2.68 GHz

OnepaTreHaa NaMaTb 4,70 Tb (goctynHo: 3,00 E)

ﬂ.ononHuTeanoe 3agaHue

Onpenenuntb OCHOBHbIE XapaKTepUCTUKM MOBUbHOro TenedoHa (onepatrBHas NamsTb,
npoueccop, 06bEM BHYTPEHHEN NaMsTH).
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MpakTuueckas pabora Ne 5. Otob6pakeHune pacwmpeHui pannos

3anTtn B nanky c:\temp. (nanka moxet 6bITb Ntobas, yunTenb npeasBapuTenbHO B Marnke
CO30a€T haisibl M NanKuW C aTpMOYTOM «CKPbITbIN»).

|\ MSEdge.Win10.VirtualBox 11.04.2021 12:07
| public_htmil 27.03.2021 10:56

| telegramman 17.04.2021 12:37
i | Autorun 06.05.2016 21:21
Instruction 04.07.2019 12:07
[#]] Kaspersky Internet Security 07.11.202013:37
B wisEd geWinl0.VirtualBox 11.04.2021 11:47
[&] Multi-Drive(54-bit) 22.02.2021 15:42
[ Multi-Drive 22022021 16:27
(3] Nox(64-bit) 22022021 15:42
B Nex 22,02.2021 16:27
{8 Picasso Viewer 11.02.2021 19:14
@ PicassoViewer 17.08.2019 16:22
% | SUID 27.10.2019 10:10
] Joxyment Microsoft Office Word 28022021 15:24
|| HoBBIA TEKCTOBLIN A0KYMEHT 11.04.2021 22:56
@ CrpurwoTtm & Angexc Qucke 0711.202013:37

Manxa c daiinanm
Manxa ¢ daiaanm

Manka c dafinanm

Ceegenna gna yer.
Adobe Acrobat D...

Apame

Apxue ZIP - WinR...

Apneix
Apnwix
Aparix
Apnwix
Apnbix

Mpuno:kenne

MNapanmerpel KoHd...
Aoxyment Micros...

Texcroeniii goKym...

Apnwix

1KB
2384 Kb
3KE
7013819 KB
1 KB

1 Kb

1 KB
1KB
1KB
5309 Kb
1KB

0 KB

1 Kb
3KB

B BepxHel neBor YacTu okHa Haxkatb «Daifi» 1 BbiOpaTb NYHKT MeHto «M3MeHuTb Nnapame-
TPpbl MANOK U NOUCKA».

B conepkanue

e | M = |

IZ] OTKpEITH B HOBOM DKHe

g 3anycrute Windows PowerShell

0 Cnpaska
x 3akpbiTe

v
H3menuTe NapameTpel NaNoK U NOMCKA

»
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CUCTEMHOE AADMUHUCTPUPOBAHMUE

B nosemBluemMcs okHe Bbibpatb «Buay», ybparb rasnky «CKkpbiBath paclumMpeHvs Ans 3apernctpu-
pOBaHHbIX TUMNOB (hanoB», a TakKe Bblibpatb «[lokasbiBaTb CKpbITUE haisibl, MANKKU U AUCKK».

24

Obwue Bua

Mapamerpsl nanok

Momck

[pencTaBneHye nanok
) Bei moxeTe npuMernTs aToT BMA (HaNpuMep.
__n] orT 6 " ||3H |r}
528 abmua' mnm “3Hauku'”’) Ko BcemM nankam
TaKoro TMNa.

I MNprMeHUTL K NanKkam I Ctpoc evaa nanok

JLlononHuTensHsle NapaMeTps!:

Mpu BBOAS TEKETA B pexuMe "Cnnucok” A
(O AsTOMaTMYECKM BEOAMTL TEKCT B NONE NOMCKA
(®) BoloenATe BOGACHHLIA GNEMEHT B CIIMCKE
E CKDHBBTIJ SAWMWEHHLIE CUCTEMHDIE RaRNbI {DEKOMGHD,)‘ETI
[] CipuiBaTs KOHPAMKTH CAMAHMA NANOK
[4] Crpuisams nycoie ancku

W] Ckpuisats paciuvpeniis AR 3aperncTPMPOBAHHLIX THIOR B

CrpriTeie Gainsi U Nanku

® He nokassipaTe cKpbIToIe Galinbl, NaNKY W GHCKA
O MokassiBate ckpbimsie Gaiins), NANKK 1 AMCKK

>

BoccTaHoBuTs 3HaYeHUA no YMOn4aHWo

X

OK | | Omvewa ‘ | Mpumerms |

Mocne HacTpoiiku ByayT BUAHBI pacluMpeHus hanios, CKpbiTbie haisibl U Nanku.

& | SUID.ini

£ ubuntu-20,04,20-desktop-amdbd.iso
) Noxyment Microsoft Office Word.docx
L_, Hoewii rekcrossii gokyment.bd

5 Crpurwsors: 8 Anaexe ducke

27.10.2019 10:10
11.04.2021 12:56
28.02.2021 15:24
11.04.2021 22:56
07.11.202013:37

Data 27.10.2019 10:10 Manka c dafinanmn
1 MSEdge.Winl0.VirtualBox 11.04.2021 12:07 Manxka c dafinanm
. public_htmil 27.03.2021 10:56 Manka c daitnarn
Setup 18.08.2019 14:07 Manka ¢ paitnaniu
|, telegramman 17.04.2021 12:37 Manxa c dannamun
i | Autorun.inf 06.05.2016 21:21 CeeaeMua gna ycr,.,
@ Instruction.pdf 04.07.2019 12:07 Adobe Acrobat D...
(7] Kaspersky Internet Security 07.11.202013:37 Apnbik

& MsEdge.Winl0 VirtualBox.zip 11.04.2021 11:47 Apxue ZIP - WinR..,
& Multi-Drive(64-bit) 22102.2021 15:42 Apnbik

@ Multi-Drive 22022021 1627 Apasik

55 Mox(64-bit) 22022021 1542 Apnex

9 Mox 2202.2021 16:27 Apnsik

@ Picasso Viewer 11.02.2021 19:14 Apabik

@ PicassoViewer.exe 17.08.2019 16:22 Mpunokenue

£ public_htmil zip 26.03.2021 22:26 Apxue ZIP - WinR..,

Mapamerpe xoHd...

Apwne WinRAR

Aoxynent Micros...

Texerosbiii AORYM...

Apnbik

1 Kb

2384 KB
3KB
T013819Kb
1KB

1KB

1KB

1KB

1KB

5309 Kb
4535639 Kb
1KB
2808792 Kb
0 KB

1KB

3KB
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OBPA3OBAHUS AETEN «IT-KYB» =
2

JononHutenbHoe 3agaHue

CHsATb ¢ hainioB M nanok atpudyT «CKpbITbIM». CHATH MOXHO C MOMOLLbIO KOHTEKCTHOMO
MeHt0, BbiOpaB nanky (dann), nanee ebibpartb nyHKT «CBoKcTBay, Bknaaka «Obwme» u
yCTaHOBUTb HEOBXOAMMbIN aTpUbYT.

=] Ceodictsa: llokyment Microsoft Office Word.docx

| OBuwre | Besonacrocts | Mogposino | Mpegsimume sepoum |

Paamep:

Coapan:

Omepear:

Tin pafna;

Mpunoxerme: [iv. Microsoft Office Word

Ha msicxe;

Wamenen:

Fj Toxywent Microsoft Office Word docx

Lokyment Microsoft Office Word ( docx)

Pacnanowesse: CATemp

0 GaAT
0 Gant

28 pespans 2021 r., 15:24:44
28 pespana 2021 r., 15:24:44
28 pespana 2021 r., 15:24:44

ArpuByter: [ Tonexo wrenve  [7] Crpaimes

[ ok ][ Omwen

Mowarer s

MpakTuueckasa pabora Ne 6. luarHoctuka gucka

HeobxoamMmo HaxaTb mpaByto KHOMKY MbiwM Ha KHomke «[lyck», Bbibparb «YnpaBneHue
AMcKaMuy». Ha Hy)>XHOM fMCKe HaXkaTb MpaByto KHOMKY MbiwK 1 Bbibpatb «CBoicTeas. Bbibpathb
BknaaKy «CepBucy M HaxkaTb KHonky «[1poBeputb».

Eesonacrocs Mpeaeiaywme B2pciai Keota
Obwme Cepeuc Obopyaosanue Doctym
Mposepka Ha Hamre ouwmBoK

Mposepra aMcka Ha Hanwae owrbor gafnosol
gy CUMCTEMBI.

& Nposepuns

B conepkanue
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MpakTuueckasa pabora Ne 7. OTknioueHune cnyxxo6

B noucke pagom c meHto «[yck» Beectn cnoBo «CnyKObi» M KAMKHYTb Ha MKOHKY «Cnyx-
6bl». Hati B cnvcke HyxHylo cnyby (cnyxb6a AaT4MKOB), KIMKHYTb MO Ha3BaHWIO Cy>KObl
ABa pasa. B okHe «Ceoictea» BbiOpaHHOM cny6bl Bbibpatb TvM 3anycka «OTknoyeHa», co-
ctosHne «OcTaHOBUTLY.

Ceoiicrea: Cnyk6a patumnkoe (flokansHelii KomnsloTep) X

Obwwme Bxops cuctemy Boccranosnerne  3asmcimoci
Mma cyxGm: SensarService
Orobpaxaeroe  CnyxGa namwmkos
MUMA:

Onmcatme: ;Cn;-":kﬁa CEHCOPOB YNPABNAET PA3NMYHBIMI "
PYHKLUAMM CEHCOPOB. YnpasnneT MpocTon
puerTawmedt yetpoiictea (SDO)u Kypran
CEHCOPOoB. 3arpyKaeT NPOCTON A3THMK .

WcnonHrembid eaiin:

C:\Windows\system32\svchost exe 4 LocalSystemNetwork Restricted -p

Tun SanycKa: | Omxnrovena v
CocTonHme: OCTBHOBHEHE
3anycums Oeranosims MpiocTarosnms | | Flpoponisme

Bei moxeTe ykasats napameTpsl 3aNyCKa, NPUMEHAEMBIE NP 3anycKe
CnyXGbl M3 3TOTO AMANOrOBOro OKHA.

MapameTpul 3anycKa:

OK | Omvena | MpuMerHnTs

OctaHoBuTb cnyx6bl: «O6HapyxeHne SSDP», «YnanéHHbii peectp».

OTKAOYMTL aBTO3aMyCK NPUIOXKEHWHN.

B nowucke pagom c meHio «lyck» Beectn cnoso «[punoxkeHus No ymonyaHuio», 3atem
CrnpaBa BHWU3Y HaXkaTb Ha TeKCT «ABTo3arpyskas. OTKNIOYMTb HEUCNONb3YEMbIE MPUSTOXKEHUS.

MpakTuueckas padora Ne 8. lucneruep 3apau

3apaHue Ne 1

3anyctutb gucneTyep 3aAady C NOMOLLBIO OAHOBPEMEHHOro Haxatus knasuw: Ctrl + Alt +
Delete nnu Ctrl + Shift + Esc.

MNepentn Bo Bknaaky «[lpouecchl», HaxaTb NpaBow KHOMKOM MbilwK Ha «[ucnetyep ovepe-
AV neyatu» v Bbiopatb «CHATb 3agady».

> g=h [lucneTyep OMENEAM NEvATH

Pazsephytn
3anycruTe B
CHatb 33834y

Mocne BbINONHEHMSA AAHHBIX AEUCTBUI «[JucneTyep oyepeam nedatu» OyaeTt 3aKpbIT.

3apaHue Ne 2

Heobxoanmo cHatb npouecc «MposoaHuks». MNocne cHATUA AaHHOM 3aaa4umn ucyesHeT pabo-
unit cton. [lna ero BOCCTaHOBMEHMS HEOOXOAMMO B BEPXHEM MeHIO Haxatb «Dain», nanee
«3anycTuTb HOBYIO 3afa4y» M BBeCTH cnioBo «Explorer» u Haxatb kHomnKy «Ok». Pabounit cton
CHoOBa oTobpasuTcs.
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3apaHue Ne 3

Bo Bknagke «lMogpobHOCTU» OTCOPTUPOBATL MPUIOXKEHMS MO KOMMYECTBY 3aHMMAeMoK ore-
paTMBHOM NamsTH (Haxxae Ha cnoeo «llamaTb...»). Haxkatb npaBoi KHOMKOM Ha Ha3BaHWe HanaeH-
HOrO MPWIOXKEHWUA U B HUCMaZaloLeM MeHio BbibpaTb «[louck B UHTepHeTe». (Mpennoxutb yue-
HWKaM OTBETUTb Ha BOMPOC: «3a KaKoM hyHKLIMOHAN OTBEYAET AaHHOE NPUIoXKeHWe B cucteMe?y)

[aHHbIM NpuéM no3BonseT ObICTPO Yy3HATb, KaKoe MNPWIOXKEHWe 3aHMMaeT OOCTaTOYHO
60/1bLLIOe KOMMYECTBO PECYPCOB, U NPU HEOOXOAUMOCTH ero yaanuTb U3 onepaTtMBHOM NamaATH
(He Hy>XHO cHWMMaTb 3apady, He yOeauBLUMCDL, YTO OHA He ABNAETCSH KPUTUUECKWU BAXKHOMU ANs
6ecnepeboitHoi paboTbl onepaLoHHONW CUCTEMDI).

MpakTuueckasa pabora Ne 9. Nonutuka 6e3zonacHocTn

Heobxogumo 3anycTuTb HacTpoiKy «JlokanbHas nosiutuka 6esonacHoctv». Beectu B no-
ncke (pagom c MeHto «[llyck») dpasy «JlokanbHas nonutka 6e30nacHOCTU» M HaxKkaTb Ha
MKOHKY. 3anyCTUTb MOXKHO C NOMOLLbIO KOMaHAbl «BbinonHuTb», BBEASA KOMaHAy «secpol.msc»
1 HaxkaB «Ok».

Mepen M3MeHEHMEM MOIMTUKK HY>KHO 3anucaTb Npeablayline 3HauyeHus K cebe B TeTpagp.

B okHe «JlokanbHas nonuTMka 6e3onacHoOCTU» OTKPbITb Nanky «MonuTMkK yyétHbix 3anu-
cei» 1 BblIbpatb NyHKT «[lonuTuKa naponemns.

5_:3 Mapamerpe! BezonacHocTy
v [ 4 Monutuku yuertbix 3anucei
_a Moautuka naponeii
> [@ Nonwuruka BnokupoeKy yHeTHOI 3

BHecTn n3ameHeHus B cnepytolme HaCTPOWKMU:

* MakcumanbHbIM Cpok aencteus napons: 60 gHen.

* MuHumManbHas gnauvHa napons: 4.

* MNaponb gomkeH oteeyatb TpebOBAHUAM K CNIOXKHOCTH: BKOUEH.

MpounTatb onucaHve napameTtpa BO BKAagke napametpa «O6bacHeHue». PekomeHayetcs
BCerga BK/OYaTb B OpraHM3aumax AaHHbIM napaMeTp, 3TO NO3BOJIUT CHU3WUTb KOJIMYECTBO He-
CaHKLMOHWPOBAHHOMO JOCTYynNa K harnam nonb3osaress.

* B okHe «JlokanbHas nonuTMka 6e30MacHOCTM» OTKPbITb nanKy «loAMTUKKM YY4ETHBIX

3anucen» 1 Bblbparb NyHKT «[lonnMTMKa GNOKMPOBKKU YYETHBIX 3anucen». [laHHble nosu-
TMKM NO3BOJIAOT NOBbLICMTL He30MacHOCTb NOJb30BaTeNS.

* Bpemsa no cbpoca cuyétumkoB 610KMPOBKK: 2 (MUHYTbI). DTOT nNapameTtp He3onacHoOCTU
onpegensieT KoJM4YeCcTBO MUHYT, KOTOpble AO/MKHbI MPOMTU MOC/e Heyaa4yHOM MOMbITKK
BXOZA B CUCTEMY A0 TOrO, KaK CHETUMK HeydauHbIX MonbITOK Bxoaa byaet cbpower ao 0.

* lMNoporosoe 3HayeHne HGnokuposku: 3. MNocne TpEx NonbITOK yyé€THas 3anucb OyayT 3a-
6110KMpOBaHa Ha 2 MUHYTbI (HAaCTPOWMKa BbilLE).

* MNponomkuntenbHOCTb BNOKUPOBKKU Y4ETHOW 3anucu: 3 (MUHYTbI). ITOT napametp 6e3o-
MAacHOCTM OnpeaensieT KOIMYECTBO MUHYT, B TEYEHUE KOTOPbIX YYETHAS 3aNMCb OCTAETCA
3a6/10KMPOBaHHOM A0 €€ aBTOMaTUYEeCKOW Pa3biIOKMPOBKM.

BocctaHoBWTb paHee yCTaHOBNEHHbIE MOJIMTUKM.

Mpu 6noKMpoOBKe YY4ETHOM 3anMCU MOMb30BaTeNb C NpPaBaMu aaMUHUCTPATOpa MOXET
pa36/IoKMpOBaTh YYETHYIO 3aMUCb C MOMOLLbIO YTUAUTLI «JloKasibHble NONb3oBaTeNU U
rpynnbl» (Bbibparb KomaHay «BbinonHuTby M BBECTM lusrmgr.msc; ABa pasa KAMKHYTb
Ha HYXXHYIO YYETHYIO 3annCb M CHATb hIaXkoK «3ab/I0KMPOBATb YYETHYIO 3aMUCh»).
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MpakTuueckasa pabora Ne 10. PegakTop peectpa

Ha kHonke «[Tyck» Ha)kaTb MpaByto KHOMKY MbIWK W BbIOpaTh NyHKT MeHo «BbinonHuTb».
BeecTu komaHay «regedity n Haxatb «Ok».

BHumaHue!

[aHHoe 3aiaHue peKOMeHAyeTCs fenaTtb TOMIbKO Ha BUPTYasibHOW MaluvHe, U3MeHeHue
(ymaneHve) napameTpoB peecTpa MOXET NpUBECTU K cbosiM B pabote onepauuoHHOM
CUCTEMDI.

1-e 3apaHue. N3mMeHUTb NapameTpbl aBTO3arpy3ku NPUIOXKeHWH Yepes peecTp.

[pokTn no cnepytowemy nyTu:

HKEY _CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\Run (ana Tte-
KyLLero nonb3oBarens) WM ypanutb 3anyck npunoxeHus «Onedrive». lNocne ypganeHua Ha-
CTPOWKM MPUNOXKeHWe He ByaeT 3arpy>KarbCcs Mpu 3amnycke CUCTEMbI.

Oatin TMpasxa Bua MWiBpannoe Cnpaexa
Komnetorep\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR A Wma Tun SHaueHue

:““0 v (Mo ymonuanuo) REG_SZ (3HaueHmne He NPUCBOEHD)

Sun fiee ab]Firefox Browser  REG_SZ CFirefox\X-Firefox.exe

s::‘:j:’m“ 59 OneDrive | REG SZ "CA\Users\andre\AppData\Local\Microsoft\OneDri..
SearchSettings M e

Security and Maintenance M3MEHUTE AEOHUHBIE AZHHBIE. .

SettingSync Yaanurs

Mporpammbl, KoTopble 3arpy)aloTcs A5 BCEX MONb30BaTesien, yKasaHbl Mo cieayowemy
nytv: HKEY LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\Run

2-e 3afaHue. Bkniountb cekyHapl Ha yacax «[laHenu 3apau».

Mpovitn no nyTu: HKEY_CURRENT_USER\ SOFTWARE\Microsoft\Windows\
CurrentVersion\ Explorer\ Advanced.

Haxxatb npasoi KHorkoM Mbilwmn no Bknaake Advanced, ebibpatb «Co3natb», nanee «Mapa-
metp DWORD (32 6urta)». NepenmeHosats cosaaHHbiv napameTp B ShowSecondsInSystemClock
M M3MeHUTb ero napameTp (Beectu 3HadeHne 00000001).

MNMocne nepesarpysku y 4acoB NOABAATLCA CEKYHAbI:

21:34:46
25.04.2021

T q)) PYC

Tema 5. OnepaumoHHas cuctema. YY€THaAA 3anNuchb Nosb3oBaTens

PekomenayemMoe konmMyecTBO YacoB Ha faHHyto Temy — 1 yac.

MnaHupyembie pesynbraThbl

MpepmeTHbIe: NOHATHE «NPOrpaMMHOe obecneyeHre NepcoHaNbHOro KOMMboTEPa» M OC-
HOBHbIX €ro rpynmn; O3HaKOMJ/IEHWE C MOHATUEM «Y4ETHAs 3anucb NONb30OBATENS».

MeTanpeameTHbie: NOHMMaHWE Ha3HaYeHUsI NPOrpaMMHOro obecneyeHns NepcoHasbHoO-
ro KoMmnbioTepa.

JInuHOCTHbBIE: NOHMMaHWe HeoHXOAMMOCTU NepPCOHaNbHOMO KOMMbIOTEPA B XKWU3HM, MOHU-
MaHWe Ha3Ha4YeHWs onepaLMOHHbIX CUCTEM.

O6opynoBaHue U MaTepHuanbl: KOMNbIOTEP, MPe3eHTaLMOHHOe obopynoBaHHe.
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Kpatkoe copepykaHue. Onpegenenuns «3awmra nuHdopmaummn», «mHdpopmaumoHHas beso-
nacHocTb». MeToapl 4OCTyNa K 3am,aeMon MHcopmauum (naposib, roaoc, No oTneyarky nasb-
ua U T. n.). Y4éTHaa 3anucb NO3BOJIAET 3aLMUTUTL NEPCOHAsIbHbIE AAHHbIE OT APYrUX NONb30Ba-
Tenen Kkomnbtotepa. BoinonHeHWe npaktuyeckomn pabotbl Ne 11.

MpakTuueckasa pab6ora Ne 11. CozgaHue yuéTHOM 3anucu

TeopeTtuyeckas yactb. B niobol coBpeMeHHOM onepauyoHHON CUCTEME BO3MOKHO CO34a-
HWe Y4YE€THbIX 3anuceir. B onepaunoHHOM cucTeMe BO3MOXHO CO34aBaTb YYETHble 3anucu C
pasninyHbIMKM NpaBamMu goctyna. [lo ymonyaHuio ecTb TpU TUNA YYETHBIX 3anucen: aaMUHUCTPa-
TUBHas, obbluHas, roctesas. PekomeHayeTtcs pabotatb nog O0ObIYHOM YYETHOM 3anuUCbio, AaH-
HOEe OrpaHu4YeHue Mo3BOJSIMT BaM U30eXKaTb Pas/IMYHbIX XaKePCKMX aTak Ha Ball KOMMboTep,
CNY4YaMHOro yaaneHus BaXKHbIX CUCTEMHbIX (haiioB M MO3BOJIMT 3aLUMUTUTb JIMYHYIO MHDOpMa-
LUMIO OT ApYrux nonb3oBaTtesied KomnbtoTepa. [lon y4€THOM 3anucbio € NpaBamMy afMUHUCTpPaA-
Topa pekoMeHayeTcs paboTtatb TO/IbKO MPW YCTaHOBKE NPOrpaMMHoro obecnedeHus.

MpakTnyeckas yactb. s co3gaHna yy€THOM 3anmMcu HeobXoaMMOo OTKPbITh BKIaAKy «[Ma-
pameTpbl», 3aTeM BblOpaTb «YuéTHble 3anucu». Co3naétca nokanbHas y4éTHasa 3anuch 6es uc-
NONb30BaHMA YYETHbIX faHHbIX B ceTu UHTepHeT cepeucos Microsoft.

{( [nasHas Cembs U Apyrmne nosib3oBartesiv

I Haim napamerp P

Apyrve nonbsosatenu

YuetHbie zanncu Pa3pE-LuU|Te MNONLIOBATENAM, HE BKAKUEHHBIM B CEMbIO,
BXOAWTL B CUCTEMY C NOMOLLLED WX YUETHBIX 3anuceil. 370
He Oyaet 0zHauaTe WX J00ENEHVE E CEMEHD.

Q:. BapwaHTel EXOAS

i

(23 AOCTYN K yueTHOl sanucut Mecra pasoTsl AL AoBaenTs NonL30BaTENR ANA 3TOFO KOMMLIOTEPA
uau yueli HOro 2aeeaeHun

A | Cemean apyrue nonssoB;en;T HaCTpQMTb KMOCK

Haxkatb Ha CCblIKY «Y MeHs HeT OaHHbIX 014 BXo4a...»

bﬁEKT;JOI'Ii-E!FI nouTa MAKM TenedoH

¥ MeHA HeT fiaHHLEX ANA EXOA3 3TON0 YeNoBeKa.

Mpu nosBieHWM OKHa CO3AaHWUA YYETHOM 3anucy Heobxoammo Bbibpath «[lobaBuTb nosb-
3oBarensa 6e3 yuétHon 3anucu Microsofts.

CozpaHue y'-IETHOﬁ 3annucun

proverka@example.com

Wenonezoeate Homep TenedoHa

MoAayunTs HOBLIA 3APEC INEKTRPOHHOH NOYTEI

JNloBaeuTe NonL30EaTENR 682 YIETHOR 23NMCH

Madikpocodr
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Mocne HEO6XO,EI.VIMO BBECTU AaHHbIE NOJZIb30OBaTENA.

Co3aatb Nonb3oBaTtens 4N 310ro KOMMBHOTEPA

Ecnu BbI XOTUTE MCNOAL30BATE napons - Bblﬁep“'fe UTto-TO, UTO BaM 3aNOMHWTCA Nerko, a
APYTvM BYAET CAOXKHO YrafaTh.

Kro Gyaet ncnonbsoBaTh faHHbIA KOMNbOTER?

| MeaHoe Weax VeaHosuy I

ObecneuybTe 6e30NacHOCTh.

3
e d

[o

lNocne 3Toro BbIMTU U3 CUCTEMBI U 3aUTH NOJ, HOBLIM NoJsib3oBaTteneM. 1o ymonyaHuto nonb-
30Baresib CO34aETCA C 0ObIYHbIMM (HE aAAMUHUCTPATUBHBIMMK) NPaBamu.

AOHOHHMTeanbIe 3agaHuA

1. Co3pgaHHOM Y4ETHOM 3anMCK YCTaHOBUTb NpaBa aAMUHUCTpATopa.
2. N3meHUTb Nnaponb A/1s BXofa CO34aHHOW YYETHOM 3arucH.

Tema 6. Tunbl nporpammHoro obecneueHus. [ipaneepa

PekomenayemMoe konmM4ecTBO YacoB Ha faHHyto Temy — 1 yac.

MnaHupyembie pesynbrarthbl

MpepMeTHbIE: NOHATHE «NPOrpaMMHOe obecrneyeHne NePCoHaNbHOro KOMMbloTEPa» M OC-
HOBHbIX €ro rpymnn; O3HaKOM/IEHUE C MOHATUEM «ApanBepP».

MeTtanpeameTtHble: NoHMMaHWe Ha3HaYeHWUs NporpaMMHoro obecneyeHuns nepcoHasnbHo-
ro KomnbloTepa.

JInuHOCTHbBIE: NOHMMaHWe HeOBXOAMMOCTU NepPCOHaNbHOMO KOMMbIOTEPA B XKMU3HM, MOHU-
MaHWe Ha3Ha4YyeHUs OMnepaLOHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 060pYyAOBaHHME.

Kpatkoe copepxxaHue. OnpeneneHune «apaieep». BapuaHTbl yctaHoBKM apaiBepoB: aB-
TOMaruMyeckas HacTporKa (C MOMOLLbIO OMepPaLMOHHON CUCTEMBI, C MOMOLLbIO CreuManbHbIX
nporpamm, py4yHas yCTaHOBKa AparBepoB (CKaunBaHue Yepes cauT)). HepocTtatok ctaHaapTHbIX
(yH1BepcanbHbix) ApariBepoB. PekomeHaaumn no nocnefoBateslbHOCTU YCTaHOBKWU ApanBepoB
(umncet u ppyrue KoMnoHeHTbl MatepuHckon nnatbl (USB, Ethernet u gp.), ayanokoHTponnep,
BUAEOKOHTPO/IEP, BHELLHME YCTPOMCTBA). BbinonHeHWe npaktuyeckom pabotbl Ne 12,

MpakTuueckasa pabora Ne12. YcraHoBKa apaiBepa

Yuawmecs 3anyckaloT BUPTYyasibHYlO MaLUMHY C YCTaHOBJIEHHOM OMepaulyMoHHOW CUCTEMOMW.
[lns ycKopeHus BbINONHEHUS NPAaKTUYECKOW paboTbl pEKOMEHAYETCA 3arpy3uTb BCE Nporpamm-
Hoe obecrieyeHne Ha SIOKanbHbIA CEPBEP, UM HA KOMMbIOTEPbI 0OYYAIOLLMXCS, UKW HA BUPTY-
aJIbHYIO MaLUMHY.

PaccmotpeTb ABa cnocoba ycTaHOBKM NMPOrpaMMHOro obecneyeHus.

Mepebiit cnocob. C nomoLbio «JMcnetyepa yCTponcTe».

MNpu ycTaHoBKe ApaiBepoB ¢ nomoLblo «[ucnetyepa ycTponcTe» onepauuoHHasa cuctema
ABTOMATUYECKWU MPOU3BOAUT NMOUCK U YCTAHOBKY ApaniBepoB.
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Heobxogumo 3ait B aucretyep YCTPOMCTB C nomolublo MeHo «[lyck». Haxkatb npasow

KHOMKOM MbIwK Ha «[yck» v Bbibparb «[ucnetyep yCTponCTe».

MprAOHEHIE W BOTORHOCTI

Ynpasacnne 3nNeKrponnTannem

ITpocmorp cobbimmi

Cucrema

[wcnervep yerpoiicrs

Ceressie NoOgKNIO IEHUA
Ynpasnenne gnocammn
¥npasnenus kounsoTEpoM

Windows PowerShell

Windows PowerShell (aasunncrpatop)

Amcneruep 3agay
Mapamerpm
Mposogsix
Haiitn

Brenonmurs

Japepiucrine paboTol Mk BoIKOA M3 CHCTEMB

Patiouwn cron

Haxkatb npaBoi KHOMKOW MbIlM MO HEOOXOAMMOMY YCTPOMCTBY U BbibpaTb MyHKT «O6HO-

BUTb ApanBep».

& Oueneruep yerpoiicte

®ann  fdevicresne Bua Cnpaexa

s DE HEHE P EXE

v & DESKIOP-JINEQKU
5w DVD-3MCKOBOAE M AMCKOBOAE! KOMNAKT-AHCKOR
il Ayanoexoasi v ayaMOBLIXOAH!
@ barapeun
> [ Buacoapanreph
» 3 Harumkn
b wmn QMCKOBBIE YCTPOIICTES
» 0| 3oykooule, MFPOBLIE M BUACOYCTPORCTED
» B2 Knasuarypsi
» 3 Komnerotep
» =@ Kontpoanepe: IDE ATA/ATAPI
§ Kowntponnepo: USB
S Kormponnepbi 3anoMuHAIOWNK YCTPOICTE
> [ Monuropwi
> ) Mbiwn 1 nrbie ykasbisarowme ycTpoiicrea
» 1 Ouvepean nevarn
> & Moprer (COMu LPT)
! Mporpammmbie ycrpofcrsa
> [ Npoueccope
» [P Ceresbie aganTepni

5 3 Cucremnie ycrpoiiciaa

W

> (& Yorpoiterea HID (Human Interface Devices)
v Wl Ycrpoiicrea namami

Wi Moayns na
R O6rosuTo Apaiisep

OrraonnTe YCTROMCTE

npusepxd Ha HANMUYWE N3N }ma,nurn, yCTpUﬁCTBO

O6xoBuTs KoHpuUrypauwo obopyaoeaxns

Cuoficrsa
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B O6uosurs apaiisepes — Mogyae namam

KaK obl X0THTE NpoBecTy NOVCK Apadtcpon?

— ABTOMaTHUECKMI NOMCK Apaiisepos
Windows ssnN0ANET NOKROC OCNTHMAREHOMD APANRSEPa M3 KOMNLIDTERE W YCTAHOBNT 670 K3 YCTPOACTED:

—> Haiitu aApafieepel Ha 3TOM KOMNsOTEpe
Mowex n ycranosxa apaisepa spysHyo.

Bropoit cnocob. YctaHoBKa € NOMOLLbIO CrieuuanbHOW NporpaMMbl.
B HacTosAwee Bpems nonynspHbiMU nNpunoxkeHuamu saenatotca «DriverPack Solution» u

«DevIDy».
Ckauvatb nporpammy yctaHoBku «DriverPack Solution» ¢ caita u npoBecTtu yctaHOBKY
Apaineepos. Bbibpatb pexkum akcnepra.

%) DriverPack

Mpepnaraio 06HOBUTL
BCe ApanBepbl U
YCKOPUTb KOMMNbIOTEP

fl — ronocosoi nomowHnk DriverPack!

BMmecTe Mbl HACTPOMM BALL KOMNBIOTEP, UTOGEI
Bce GbicTpO M Xopolwo pabotano

Pexousuayercn
O, HAUATL YETAHOBKY

| Har, guipars ure-1o suie

?

Bbibpath HeobxoauMble apariBepa WU HaxKaTb KHOMKY «YCTaHOBUTb BCE».

BHumaHue!

Mpu ycTaHoBKe ApaiBepoB HEOOXOAMMO CHATb rafiku 3anpeTa Ha YCTaHOBKY CTOPOHHE-
ro nporpamMmmHoro obecrieyeHus (oHo 6e30nacHo 415 UCMOMb30BaHMSA).
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K

OpaiBepbl ANs AaHHOr0 KOMMNblOTEpa

@ verauoutuace (2)

OBHOBNEHWA ApARBEpos

Kottponnep Generic

Massstorage %c{g?gage?

Monutop Generic Driver Ofroznenme [}
s 8106233224 L

OpafsepHeie yTuamTEl

@ YCTaHOBWMTE BCe (2]
b =

p,OHOﬂHVITEﬂbHoe 3aaaHue.

TpeTtun cnocob. YctaHoBKa apansepos npoussogutens obopynosaHusa. [daHHbiM crio-
cob yacTo npegnoyTUTesibHEE NPW NEPBOW HACTPOMKE KOMMbIOTEPA, TaK KaK MO3BOAMUT
rapaHTMPOBAHHO YCTAaHOBUTbL BECb NepeyeHb HeoOXOAMMbIX ApalBepoB 1 U3bexatb Cu-
CTEMHbIX OLIMOOK.

YcTaHOBWUTb KOMMNEKT AparBEpPOB OT BUPTYaslbHOM MalLWHbI HA BUPTYaslbHbIM KOMMbiOTEP.

Tema 7. NporpammHoe obecneueHue.
CucrtemHoe nporpamMmHoe obecneuyeHue

PekomeHayeMoe KOM4eCcTBO YacoB Ha JaHHYo TeMy — 6 Yacos.

NMnaHupyembie pesynbraTbi

MpepmeTHbIe: NOHATME NpPOrpamMMHOro obecrnedyeHns NepCcoHaNbHOro KoMmnbioTepa M oc-
HOBHbIX €ro rpynmn; O3HaKOMJIEHWUE C MOHSATUEM «LpanBep».

MeTtanpeameTHblie: NOHWMaHWe CUCTEMHOMO MPOrPaMMHOro obecneyeHus nNepcoHasibHo-
ro KomnbloTepa.

JINUHOCTHbBIE: NOHMMaHWe HeobX0AMMOCTU NEPCOHANIbHOrO KOMMbIOTEPA B YKU3HMW, MOHU-
MaHWe 3Ha4YMMOCTH CliefytoLWMX NPOrpamMMm: apxmMBaTop, aHTUBUPYC, charepBon.

O6opynoBaHue U MaTepuasnbl: KOMMbIOTEP, NPE3eHTaLMOHHOe 06opyaoBaHHeE.

Kparkoe copepykaHue. [NporpammHoe obecneyerne. Knaccudumkaums nporpamMHoOro
obecneyeHuUs: CUCTEMHOEe NporpaMmMHoe obecreyeHune, NpuKknagHoe nporpamMmmHoe obecnevye-
HWe, CUCTeMbl NporpamMmupoBaHus. JlnueHsnposaHue nporpamMmmHoro obecnedenus. Cucrem-
Hoe nporpamMmMHoe obecneuyeHune. Onpegenenue. MNpumepsbl NporpamMmmHoro obecneyeHuns (ap-
XWBaTOpPbl, aHTUBUPYCbI, haiIOBble MEHEAXKEPbI, KOAEKU U Ap.).

ApxusupoBanue cdannos. OnpeneneHve «cxatve AaHHbix». Cxkatue C notepsamu, cxatue
6e3 notepb. Cxkate cnocobom koamposaHus cepui (RLE). Mporpammbl ansa cxxatus dainos
6e3 notepb («Winrar», «7-zip» v ap.). BoinonHeHue npaktnyeckomn pabotbl Ne 13.
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MoHsTne «komek». MpuHumn pabotbl Kogeka. MNprMMepbl CpaBHEHWMI HECKOIbKMX KOLEKOB.
BbinonHeHue npaktnyeckon pabotbl Ne 14,

MoHsTue «Bupyc». Mocneacteuns supyca ana komnototepa. Knaccudgukaums supycos. Cno-
cobbl pacnpocTpaHeHus. Metoapbl 60pbbbl € BUpycamu (y4E€THas 3anuch Nonb3oBartesis ¢ 0ObIy-
HbIMK MpaBamu, aHTMBMpYC). HasHauyeHue aHTuBMpyca. O630p aHTMBMpYycoB. BbinonHexue
npakTuyeckomn pabotsl Ne 15,

BpaHamayap. MpuHumn pabotbl 6paHamayapa (npaeunia Bxoaawero Tpadmvka, npasmnia uc-
xogasaulero TpaduKa, npasuna 6e3onacHoOCTM coeanHeHus).

BbinonHeHue npaktuueckon pabotbl Ne 16.

PesepsHoe konvposaHue. HazHaueHune pesepeHoro konuposanus. O63op nporpamm ans
pe3epBHOro KonupoBaHus. PyyHoe 1 aBToMaTMyeckoe KonvpoBaHWe AaHHbIX. TUMbl pe3epBHO-
ro KonupoBaHusa (nonHoe, A depeHUManbHoe, MHKpeMeHTHoe). MecTo xpaHeHUs pe3epBHbIX
Konui (dbuamnyeckuit Hocutenb, obnadHoe xpanunuuwie). MNporpammbl onsa pesepsuMpoOBaHUS
onepaumMoHHOW CUCTEMBI.

Mpumepbl nporpamm: Cobian Backup, COMODO Backup, HDClone Free Edition, Paragon
Backup & Recovery, Clonezilla, auck o: (ot mail.ru), AHpekc.amck. BeinonHeHue npakTuyeckon
pabotbl Ne 17.

BoccraHoBneHve ypanéHHbix cdamnnos. lNpuHUMn «ypaneHusa» canna C XXECTKOro AMcKa.
BocctaHoBneHne hannoB ¢ NoMoLbio cneuuasnbHbiX nporpamMM. BbinonHeHe npakTUyeckom
pabotbl Ne 18.

MpakTuueckas paborta Ne 13. Pabora c apxusatopom

CozpaHuve apxvBa cpeacTBaMu onepaLUoHHON CUCTEMBI.

Mo ymonuanuio B cuctemy Windows BcTpoeH apxvBatop gopmara zip. Ons cxatus danna
HeobXxoAMMO HaKaTb NPaBOW KHOMKOM MblliK Ha Heobxoaumom daiine (nanke) u, Haxas «OT-
NpaeuTby», BbIOPaTh U3 371eMeHTOB NnosBuBLUerocs MeHto «Cxkaran zip-nankas.

MNevars
WzmeHuTs

Mposepka ¢ ucnonssosanuem Microsoft Defender...

OTnpasuTs

OTKpBITE C NOMOLLEBI

MNpeaocTaeuTts gocTyn K
BoccraHoenTo NPEXHION BEPCHD

Ornpasuts 7 Appecar

Beipezars [E Aoxymenter
4 NMomyuatens pakca

Konupogats

B PaBouwii cron (cospate apasix)
Cozgats fpAbIK W
¢, Cxkaran ZIP-nanka

Yaanute
i a Yerporicteo Bluetooth

Mepenmenosats

CeoiicTea

B nanke (B npumepe Ha paboyem cTosnie) NoABUTCA apxuB test.zip.
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Insa n3eneyeruns dannos HeoOXoAMMO HaXKaTb MPABOM KHOMKOW MbIlM HA HEOOXOAUMOM
danne (nanke) v Boibpatb «M3Bneyb Bee...».

MporpamMmbl cTOpoHHUX npoussogutenier. OgHa 13 cambix MNOMyAAPHbIX GecnnatHbiX Npo-
rpamMm no pabote c apxvMBamu «7-zip».

YcTaHoBKa nporpammbl NpoxoauT B ABa wara: 1. Beibpatb mecTo yctaHoBKM (BbiOMpaTh He
obs3aTtenbHo) U Haxkatb KHOMKY «Instally, no 3aBeplueHnn yctaHoBkM HaxaTtb KHomKy «Close».

7-Zip 19.00 Setup X 7-Zip 19.00 Setup X
Destination folder: Destination folder:
[ lC:'-Program Files\7-Zp\ ‘

7-Zip 19.001s installed

2. PekomeHayeTcs MpOU3BECTU HAaCTPOMKY nporpaMmbl. OTKpbITb NpOrpaMmy Yepes MeHto
«MNyck» (HasBaHuWe nporpammsbl «7-zip file manager»). 3antn B meHio «Cepsucy», nanee «Ha-
CTPOMKU».

&3 7-Zip
Daiin Mpaeka Bug MWsbpannoe Cepsmc Cnpaexa
% e < Hacrpoiiky..
Jobasurs WMzeneus  Tectwp Tectuposane f

[anee otkpbiTb BKNagKy «CuctemMas M HaxkaTb KHOMKY «+», Nocsie HaXKaTusa KHOMKKU Hanpo-
TUB Kaxkporo dainna nosiBUTbCA HAAMUCh «7-zip», HaXaTb KHOMKy «[pumeHuTby». Tenepb Bce
apxuBbl 6yayT OTKPbIBATLCA NPOrpaMMon «7-zip».

Hacrpofixu ? X

Cuerema 7.Zp  Mamw  Pegaxtop  Hactpoiiku  Azem

Accotpuposat 7-2ip ¢ dainami’

= =

Tun andre Bce nonszosatenv (o
@7 7Zp
_@zﬂp 7-Zp CompressedFolder
(Brar 7-Zp
LT "l s s3T5 g 6 s A ot P,
._'|_.,_lp‘ o Tl Nx _ai.l\ o i 1Y e Nead ey "
lgz T-Eip 7-Zip
(Etpz 7-dip ]
I - -
OK ' Omvena Npumverats | | Copaska

Cos3paHue M pacnakoBKka apxvBa NPOW3BOAMTCS aHaNIOMMYHO, KaK MpU MCMNOSb30BaHWM
BCTPOEHHOrO npunoxeHus. na cxatma ganna HeobXoaMMO HaXKaTb MPaBOM KHOMKOMW MbILIK
Ha Hy>XHbIW hain (Nanky) u HaxkaTb «7-zip», BbibpaTb U3 noseuBLIErocs MeHto «[1obaBuTb K...».

MNporpamma «7-zip» (Kak U MHOrMe CTOPOHHWE NMPOrpamMmbl) UMEET MHOXECTBO LOMOJIHU-
TeNIbHbIX HAaCTPOEeK Npu cxatuu cannos. [peanoxnTb y4eHMKaM 03HAKOMUTLCS CAMOCTOSITE b-
HO C OCTaslbHbIM (hYHKLIMOHA/IOM MPOrpaMMbl.
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MpakTuueckasa pabora Ne 14. NakeTt koaekos

YctaHoButb naxket kogekos «K-Lite Codec Packs».

Ckauatb c caiTa Npov3BOAUTENS WKW 3arpy3vTb KOAEKU U3 LUKOJIbHOW CETU U YCTAHOBUTH
kogeku Ha [K. Mpu ycTaHOBKe He HYXXHO BbiOUpaTb NPUKNagHoOe nporpaMMHoe obecneyeHune
(6paysep u ap.).

MpakTuueckasa pabora Ne 15. Pab6ora c aHTUBUpPYCOM

YHactb 1. [lpoBepuTb HAaCTPOMKK BCTPOEHHOrO aHTMBMPYCa.

B Windows yxe ecTb BCTpoeHHOe aHTMBUPYCHOe npunoxxeHue. OTKpbITb aHTUBUPYC MOXKHO
C MOMOLLbIO MEHIO NMOMUCKa. [11A 3TOro Hy>KHO BBECTU B NMOUCKe «3aluuta» 1 Bblbpath «3awuTa
OT BUPYCOB U Yrpo3».

Nyuwee cooTBETCTBUE

‘. 3alluTa OT BUPYCOB W Yrpo3
T1apaMeTphI CHCTeMb!

AT A TT G T P T P Yasnd A g
N Prr OPaET R AN N A BN TN Y
£ sawnrd

HaxkaTb KHOMKY «YnpaBneHWe HacTpOMKaMm».

% [MapaMeTpbl 3aLL1Tbl OT BUPYCOB U APYriX yrpos

Hukakux gencrenit He TpebyeTca.

Ynpaenexue HacTpolikamu

MpoBepuTb, YTO6bLI aHTUBMPYC Obli BKAOYEH. ECnM aHTUBMPYC BbIKIIOYEH, BEPOATHO, Ha
YCTPOUCTBE CTOWUT aHTMBMPYC APYroro MNpov3BoAMTENs MporpamMHoro obecnedenus. Ecaum
LAPYroro aHTMBMpYCa He YCTaHOBNEHO M aHTUBMpPYC OT Microsoft He BktoYaeTcs, TO peKoOMeH-
ZyeTcsa NpoBepuTb CUCTEMY C MOMOLLBIO CreunanbHbiX BEPCUM aHTUBUMPYCOB, KOTOpble 3arpy-
XaroTcs ¢ aucka (nawwku), MUHYS onepaurMoHHYIO CUCTEMY YCTPOWCTBA.

3auuTa B pexunme peanbHOro BpemMeHun

OBHAPYXUBAET W OCTAHABNMBAET YCTAHOBKY UAW 2aNYCK BPEAOHOCHEIX
nporpamMms Ha Ballem YCTIJOF‘ECTBE. MoXHO Ha KOpOTKOE BpeMsa OTKAUNTE
3TOT NapameTp, Nocne 4ero oH 6yAeT CHOBa BKAHOUEH aBTOMAaTUUECKM.

@D s

ObnauHas sawmTa

ObecneursaeT YAYULLEHHYIO M YCKODEHHYIO 3aLWUTyY BAaroAapa AoCTYNY K
HUBEAWAM JaHHBIM O saWpie B 06/axe. s Haviydweio pesynsiaia
PEKOMEHAYETCA BRAIOUMTL GYHKUMIO BBTOMaTHYECKOH OTNPaBKu
obpazyos.

@ -
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Yactb 2. [poBepuTb CUCTEMY HA HaNW4YMe BUPYCOB.
Hy>kHO BepHYTbCS B NpeablayLiMe HaCTOMKK M BbibpaTb «llapameTpbl cKaHUpoOBaHUS».

beicTpas npoeepka

MapameTpbl CKaHMPOBaHWUA
PazpewenHble yrpozsi

XKypHan 3amThl

Bbibpatb «BbicTpoe ckaHMpoBaHue» 1 3anycTuTb NpoBepkKy (Haxkas «BbinonHWTb ckaHupo-
BaHWe cenyacy).

(®) Brictpas nposepka

I'Iposep,qer nanku B cucTeme, rae 06blUHO HaXOAATCA Yrpo3bl.

QO Nonnoe ckanvposarine
RV AV A A A Y N e A e A S T AV e Y g

N ITor Mpwatct WPrnoBh ek hopesdr fChy Yo Punt. bd i sanmi. . INIAD
15 MUHYT.

BeINOAHUTE CKAHWPOEaHWE ceuac

Yactb 3. YcTaHOBKa aHTMBUpPYCA CTOPOHHETO MPOU3BOAUTENSA.

YctaHOBKa aHTMBMpYCa, pacnpocTpaHseMoro B permoHe npoxusanHua (Poccusa), nossonut
Hanbosiee onepaTMBHO M YCMELHO pearMpoBarb Ha BUPYCHbIE aTaku Ha KOMMbIOTEP MOJb30Ba-
Tensa. U3 GecnnatHbix npunoxeHuit K yctaHoske ana Windows pekomengyetca «Kaspersky
Security Cloud».

YctaHoBuTb «Kaspersky Security Cloud» Ha komnbtotep. [MporpamMmy MOXHO cKayatb C
caKTa Npou3BOAMUTENS WU U3 CETEBOW LUKOJIbHOM nanku. MNpu ycTaHOBKe HYXKHO OTKa3aTbCs OT
yCTaHOBKM MporpaMMHoro obecneyeHuns Apyroro npoussoautens (B gaHHoM cnydae — AH-
neKkc-6paysep). lMpuMeHWUTL pekoMeHayeMble MPOU3BOAMTENIEM HACTPOWKM MPOrpamMMHOro
obecneueHus.
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MNocne ycTaHOBKM C MOMOLLBIO KOHTEKCTHOFO MEHIO MPOBEPWUTb HA BUPYCbl Manky c:\
program files (HaBecT1 Kypcop Ha MmankKy, Ha)KaTb NpaBylo KHOMKY MbilLUK M BblOpaTb COOTBET-
CTBYIOLLMI NYHKT MEHIO).

i | [ = | Nokanenwii guek (C:)
lnasHas MogeawTbea Bisa

&« v 4 AL s 3rorromnuiotep > SlowaneHuiii guck (C:)

Wmn Nata nanieHenua Tun
Perflogs 07.12.2019 G&:12 Manxa c daiinanm
Program Files - 11 043071 3007 Danua = hadpapy
Windows Orkpuite natm
Monbzosarenn OTKPBITL & HOBOM OKHE Inanm

3aKpenuTe Ha NaHenn GeICTPOro A0CTyNa

0 MpoeepuTe Ha enpyce!
@ TMocnotpers penyTaumio 8 KSN

MpeaocraeuTs gocTyn k >
BoccTaHoBMTL NpEskHIOD BEpLMID
AobasuTs 8 GubnuoTexy >

3BKDERHTB Ha HAYaAbHOM 3KpaHe

Bo Bpems npoBepku Ha BUPYCbl NOSABUTCS COOTBETCTBYIOLLLEE OKHO.

@ Nposepka us koHTexcTHOrO MeHIO == X

lMpoBepKa U3 KOHTEKCTHOro MeH: 1%

Nporpecc: NOACYET OCTAELIETOCA BPEMEHM..,
lNpoeepeHo ¢annoe: 336

Beinonkgetcs nposepra: CA\Pragram...on 5.3\ksdeinst.dll

OcraHoBWTL

MNocne npoBepku yuntenem npouecca CKaHMPOBAHUS OCTAHOBUTb NPOLECC.
Bce aHTBMpYCbI, paccMoTpeHHble B paboTe, CKaHMPYIOT daisibl B peasibHOM BPEMEHH, Mo-
3TOMY KaKAblii pa3s NpoBepATb HOBbIM (haisl BPyYHYO HET HEOBXOAUMOCTH.

MpakTuueckasa pab6ora Ne 16. Bpangmayap.
BknioueHue, oTknoueHme bpaHamayspa

MHorpa BO3HMKaeT cUTyauus, YTO M3-3a YCTAHOBKW Pas/IMYHbIX aHTUBUPYCOB MM MHbIX
NPOrpaMM BCTPOEHHbIM B ONepaLMoHHyo cucTeMy BpaHamayap oTkntoyaetcs. [ns Toro yto-
Obl NPOBEPUTD MU/IM BKIOUMTL (OTKNIOUUTL) OpaHaMayap, HY>KHO BOWTH B HACTPOWKK BpaHamay-
3pa.

[lns 3TOro Hy>HO HaXkaTb C MOMOLLbIO NPABOM KHOMKKW MbIlK Ha MeHto «[Tyck», B MeHIo Bbl-
6patb «CnykebHble — Windows», nanee «[laHenb ynpaenenus». [Ona goctyna K naHenu
ynpaBsneHUss MOXKHO B CTPOKe noucKa Habpartb «[aHenb ynpaeneHus» 1 BbibpaTb COOTBETCTBY-
OLLMA 3HAYOK.
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B oTKpbIBLLIEMCS OKHE C MOMOLLbIO Kypcopa MbllK HaxkaTb Ha «Cuctema u 6e3onacHoCTby
u Bblbpatb «bpaHamayap...». Haxarb Ha nyHKT «BknioueHue u otkniouyeHue GpaHamayapa
Windows». YcTaHOBUTb HACTPOMKKU MO NPUMEPY HUXKE:

Napamerpol ANR YACTHOR CETH

CAWCKE paspelledHEN Nporpamm

=

Hacrpoﬁxa napaMeTpoe ANA KaA[0ro Tuna cety

Bei moeTe wzmeHnTs napamerpel Gpanamay3pa ANA KaKAOrD U2 MCNOAB3YEMEX THNOE CeTel,

v (8) Brnrounte Spangmaysp Jauwpmminka Windows
[[16AcKMpoeaTs BCe BEXOAALLME NOAKNIONEHME, B TOM YICAE AR MPUACKENIH, YXaI2HHBI &

[ Yeeaumnnis, xorge 6f p

L

Gr P HOBOE N e

Chinrovnie Gpangmayap Jawy Wind
P Y3p

Mapamerpu sns obuiecTeeHHoR cetv

CNUCKE PA3PELLIEHHBIX NPOrPanmM

Wind

e (@) Bremounts Epangmayap Jawppmimea Windows
[ Bacrupaoeats Bce BEXOARLME NOAKNIOHEHNA, B TOM YHCNE ANA MPUACKEHNT, YXaIAHHLI B

[ Yeeqomnnrs, norge Gpengreysp Jauprrnee Wind &r Py

1y E1LH)

HOGOE Np ine

@ (O Omenioumrs Spangmaysp Jawy

{nep yyerea)

Insa 6onee TOHKOW HacTpPoOWKK BpaHaMayspa HeobxoanmMo B okHe «bpanamayap 3almTHK-
ka Windows» Haxatb ccbiky «JlononHutenbHble napametpbl». [na npuMepa: Hy»HO u3Me-
HUTb npasuna ansa ctpoku «OcHoebl cetet — DNS (UDP — wucxopawmin Tpadmk)». Boibpatb
cnesa «[lpaBuna ana ucxopsawero NogkntoyeHns», Hantu npasuno «OcHosbl ceter — DNS
(UDP — ucxopswmi Tpaduk)» 1 3ab610KMpoBaTh NOAKIIIOYEHHUS.

wann  Aencreue

e 2@ = BE
F Monurop 6panamay3pa 3awmtsuka Win dows l

!'| S pas oo oo
> B HaGnrogenue

Bua  Lnpaeka

I'ipa.ﬂu.na ,mm MCXOARLLIEND NOAKAID

Wwma

= I'Ipaeu.na ANA NCXOAALLIETO NOAKMHEHINA

0 OBwwii gocTyn k paiinam 1 npuH]
@ ocwwii AcCTyn k fainam u NpuH
/] O6wwii goeryn « dalinam u npuH]
@ 06wt gocryn x aiinam w npus]

B Ocrorm ceteii - 1PV (moxopaumiy
B Ocrose cereit - RA (noxogawumit 1
{9 Ocrioses ceteii - Teredo (woxogaLy|
@ Ocrioss ceteii - rpynNNosas noang
@ Ocriossi cereii - rpynnosea nonint
{3 OcrioBbi ceteli - rpynnosan noaut
@ OcrHoest cereil - 2asepiuenne mud
D Ocrose cereil - sanpoc mapLupyT
@ Ocrioees cetesi - 3anpoc MHoroaag
@ Ocrooe ceredt - 3anpoc noucka ¢
£ Ocroen cereil - obrasneHite now

310 NPEAONPEReNSMHoS NPABUND, U HEXOTOPRIE &M0
CEOACTBA HEMb3R MIMEHWTE.

®

lg.{ |Dc=-mah| ceted - DNS (UDP - ucxonsunei Tpadik)

Onwcanme:

Npasuno 0
DNS. byayT paspetuarbcn O‘J'EeTbl DNS Ha wpocbl
COOTESTCTEVIOWNE BEHHOMY I

2anpocel 4

ot *

[ Brmosero

Oeiicteve

- )1 () Paspeunms nopknouetme
A"

o PaspeumTo Tonoko GE30NACHOS NOAXNINEHIE

@ Broxmposate noaxnioveHie

| Ceoiicrea: OcHoest cevesi - DNS (UDP - nexogawmii Tpadi) X
MpoToKoNs U NOpTR Dénacms Dor Tl Mok, CylinerTh
Obuwwme Mporparams: 1 cnyxosl YaanerHse KoMNB0TEPL!

Mocne nonpobosatb B Ntobom Gpaysepe BOWTM Ha nobor caunt. Tak Kak paHee 6blIO 3a-
6NOKMPOBAHO JaHHOE NPaBKIIO, TO AOCTYN Ha CalTbl OyaeT HEBO3MOXKEH.
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[lna BOCCTaHOBNEHWA HACTPOEK MOXHO BEpPHYTb MpeXHUEe HACTPOWKU OpaHaMmayspa Wau
aBTOMATUYECKU BePHYTb HAaCTPOMKK BpaHamayapa. [nsa atoro B okHe «BbpaHamayasp 3awmutHu-
ka Windows» HeobXxoanMMo HaxaTb CCbiiKy «BoccTaHOBUTb 3HaYeHMs MO YMOYAHUIOY.

9 bpangmayzp 3awmrrika Windows
& = v 4 @ « CucremamBeson.. > Bpanamayap 3awwrika Windows

3awnTrTe CBOW KOMIbIOTED C MOM
Manens YNPaeneHua —

it Bpanamayap 3awmtHuka Windows nomorael

. EPEAOHOCHBIX Nporpamm & VIHTepHere uau A
Pﬂ}PCLLICHHC EI2VMOAEVICTENA

€ NPUACKEHUEM UAM '
KOMNOHEHTOM B BpaHamay3pe v HacrHble cetu

SawmrHmka Windows

@ Wzmenenne napamerpos . Q locTesble nan 06LLI,€,£|,0CT)r‘
YBEAOMARHWIA ]
G Bihiaridine Srthisi CeT B OBLLECTEEHHbBIX MECTAX, HANPUMED E
BpanamMayapa 3aLLMTHIUKE [
Windows Cocroanue Bpangmayap Sawpmrimka Windg
 BOCCTZHOBMTD 3HZUEHUA IO Bxoasuyme NoaKNHOYEHNA:
| YMOAYSHUKD

Q AononHnTENBHbIE NapaMEeTpPbl AKTUEHbIE COLLECTEEHHBIE CETI:

Yer paHeHWE HENCNAJ0K B CETH

BoccTaHoBWTb 3Ha4YeHMA No YMOJI4aHHIO U I'IOI'IpO6OBaTb BOWTU Ha ntobon cair.

MpakTuueckas padorta Ne 17. PesepsHoe KonupoBaHue

3apanuve 1. Cospatb B nporpamme «Cobian Backup» 3apaHve Ha aBTomaTtMyeckoe apxuBu-
poBaHue nanku (BbibpaTth B MeHio «3adaHue», nanee «Hosoe 3agaHue»).

7.2 Cobian Backup 11 Gravity

CnMcoK | 3apanne Mctopwa  MlypHan MHcTpyMeHTE! CrpaBka
) PP 3anycTrTh Bee 33a3HHA Ctrl+B
} ZanyETHTE BRIDpaHHRIE 2a4aHHA CErl+D
TWma & 3anycTuTb BbIGPaHHYIO rpynNy Ctri+G
PP CAENaTb NonHbIe KONHH BO BCEX 33A3HHAX Shift+Ctrl+B
) CAENATE MOMHBIE KOMHH B EBIOPaHHEIX 384aHnax.  Shift-+Ctrl+D
E@l CAEeNaTh NONHLIE KONKK B BRIBpaHHOA rpynne Shift+Ctri+-G
(+) Hosoe 3aaaHHe Ctrl+a
PEASKTHROBETE 848HHE Chri+Enter
N%GNUnoBaTE 381aHHE Chrl+alt+C
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B nossuBLIEMCS OKHe BBECTU Ha3BaHWe 3a4aHnA, OCHOBHbIE HaCTpOl)'IKVI 1M TN pe3epBHOro

KOMUPOBaHMUA.

HoBoe 3aaaHue

2 obure
|| Dadins
@ Pacnncarme
) LisnmsocTs Vi 3348HHA
L] Cxamre [pansrne 1
(=) @nneTp 5 o
ﬂ Aeon, aeficTena
@A =4 Tpynna
bt |[He exoanT & rpymay) |

[V BunonHATe 33a3HHe

¥ KonuposaTe noAkaTanori

[V AENaTH OTAENLHLIE KOMHA C BPENEHHBIMA OTHETESMH
¥ McnoneacpaTe apxieHsit aTpHBYT

e Te KonMp

Tun Kansposa:

" MonHei ¥ flobasoqHsii
(" PazHocTHEG

€ DucTHEHRET

e e

B mento «Mainbl» BbIOpath, Kakue dansibl (Manku) HY>KHO apXMBUPOBATb M Narky, rae 6y-
LYT XPaHWUTbCA KOMUU (NyTb HAa3HAYeHUS).
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[ vaitne:

@ Pacnncarine

A Lk nmsiroc T
[ Cmatie

=) DuneTp

ﬂ Aon, asricTena
(%) AononraTensHo

4

MCTONHHKH
| C:\Users\Admin\Documents

[ dobaeuts | [E mpaeca | @) YnamiTe | il

MyTH HasHAYEHHA
W Cifeest

| [5 Aobasute I [ipasKa | @ YAETMTE | il
[epeTaulmre CroA3 ODBEKTE! Menukor 13 [poBo) 3
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3agartb Npu HEOOXOAMMOCTU MHble NapameTpbl (LMKIMYHOCTb, pacnucaHue U ap.). 3any-
CTWUTb 3aA4aH1e C MOMOLLIO MEHIO.

7 Cobian Backup 11 Gravity =101

Cnucok  3aasHve  McTopua XypHan WHCTpymeHTe!l Cnpaska

e XI® SR A

ATprbyT l 3HaueHre ]
aaaHne 1 7,79 MB * WA 3a4aHnA Jaaanne 1
* WaenTndrkarop {DFCDF951-F737-4B00-8516-4F 2604155044}
© TrN KOMMPOBaHnA Aobasounos
_.;.,' MeTouHMEM C\Users\Admin\Documents
|| MyTw HasHauerua Ciitest
* PasMep HCTOMHMKOE 7,79 MB
* pynna
* BuINONHATL 33A3HME Aa
© KomvpoBaTe NOAKaTanorH Aa
* OTASNBHBIE KOMWA Aa
* Mcnonb30BaTh apXMBHLIA aTprHbyT Aa
* Mcnonb30BaTh TEHEBOE KONMPOBaHHE Aa
* Hepena ebiNONHEHUA ExeanesHo
* Bpema 22:16:3%
= MpropuTeT CpeaHHi
* MuTepsan Mexay NOAHLIMA KOMHANK 10
* KONMUECTED XPaHMMBIX NONHBIX KOMHA 2
© Cxarme Bes crarus
* Wnbposarie He wmdbposaTe
©  CHHXPOHMZaUMA Het
* McnonezoeaTe a6CONKOTHEIE NYTH HeT
+ Co3A8BaTh POAMTENLCKHA KaTanor Aa
* (CBpackiBaTe apXHBHLIA aTpuiyT Aa
* flobasnaTh HA3EaHNE THNA KONMPOBEHMA B H.., fa
* He KOnupoBaTk NYCTLIE KATanorM Her
II-, OBce 33AaHna ,?T "-L CBOHCTEa 33A3HMA {{L!E]m'rgpm ,f;\‘_) #ypxan ;’

!Cnm:oec: test.lst  Konndectso davinos: 13 Paswep: 7,79 MB 1 H |

Hy>kHO neproamuyecku coxpaHaTb BaykHble Konuu daisios Bo usbexaHue ux norepu. Cne-
AoyeT OTMETUTb, YTO XpaHeHue dannos B obnake He obecneymBaeT NoHOW COXPaHHOCTU AaH-
HbIX.

3apanuve 2. Cospartb obpas »KECTKoro auMcka ¢ nomoubto nporpammsl «Clonezillay. Mpu
NepBOM MCMNOJIb30BaHUW MPOrpaMMbl PEKOMEHAYETCA WMCMNONIb30BaTb BEPCUIO Ha PYCCKOM
A3blKe.

Konus (06pas) KECTKMX AMCKOB CO34AETCA C MOMOLLbIO CMeuuabHbIX 3arpy304HblX AMUC-
KoB. [pu paboTe c BMPTyasbHOW MaLUMHON WUCMONb3YETCA CMeLnasbHO CO3AaHHbIM AOMOHK-
TeNbHbIN }XECTKUN OUCK.

Ckauarb 3arpysouHbin guck «Clonezillas. Mpu pabote ¢ BupTyanbHOM MalIMHOW BbIOpPaTh
[MCK KaK 3arpy3ouHblid, Npu paboTe He Ha BUPTyasibHOM MaluMHe — 3anucartb obpas Ha AMCK
nnu flash-namsrsb.
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MpakTuueckas pabora Ne18. BoccraHoBneHue cdaiinos

YctaHoBUTb Nporpammy «Recuva» Ha KOMMNblOTEP MKW 3anyCTUTb €€ (ecnn ycTaHOBJeHa).

Otkpoetcs okHO «Recuva», B KOTOpOW HYXXHO HaxkaTb KHOMKY «[anee». B HOBOM OKHe BblI-
6patb «Bce dannbi».

Macrep Recuva

Tun daiinos
Daiins! KBKoro TMNa Bbl XOTHTE BOCCTAHOBUTH?

(@) Bee daiinbt
Mowas scex daiinos.
(@] =T
2L A Lt f o T e it e i e gy T

e S N Moy o 18

N S T ST O

< Hazan | OtMena |

Ykazatb pacnonoxeHve yaanéHHoro dainna (pekomengyercs Bbibparb «TOYHO HEW3BeCT-
HO») U HaXkaTb KHOMKY «[lanee». MNocne Haxatb «KHOMKY HavaTb».

Pasmewenne daina
rae Geinv 371 Gaiine?

@ To4YHO HEMSBECTHO
MoucK B0 BCEX BOIMONKHBLIX MECTAX.

(O Ha xapre namaTh

Prap PN B IR PRI OCT L AP RY M,

Mocne ckaHMpoBaHWsA hanfoBoOM CUCTEMbI BbIOPATh HYXXHbIW hain M HaxkaTb KHoMKy «Boc-
CTaHOBUTbY.

BoibepuTe thalins AnA BOCCTAHOBNEHUA, OTMETUB UX GNSKKEMM, 3 3aTEM HIKMATE

Rt l;rieneﬁ'm B pPacWMpPEHHbIA pemm‘
[ Wwma daiina Myt Usmenén A
[J @ manifestjson CAN 22.04.2021
(% LICENSE 22.04.2021
O @ verified_contents.,jsen CAN\_metadata\ 22.04.2021

AIr @ GryrjgaghieindgroREpsd2y ~ GHissr nndrelpapltall pralySopalelebrop=Wspn f RGP, -

e I~ - il - -Jl!h ' k Y L b y !“..-l tad T "\.l g My . s T, s 8 .l“.l.ud':\_ o X

< | >

W\ WHarddiskVolume 2] He yaa&Tca onpenendTs TN dafinosoh cicTemsl. HaiaeHo dainos: 305 (sa... BoccTanosuTe. .. |

Bbibpatb MecTo coxpaHeHus danna.
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Tema 8. NMporpammHoe obecneueHne. INeKTPOHHAA NOANUCH

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyto Temy — 1 yac.

MnaHupyemMbie pesynbraTthbl

MpepmeTHble: NOHATME NpPOrpamMMHOro obecrnedyeHns NepCcoHanbHOro KoMmnbioTepa M oc-
HOBHbIX €ro rpynn; 03HAaKOMJIEHUE C 3/IeKTPOHHOW NOAMUCHIO.

MeTtanpeameTHbie: NoOHWMaHWe Ha3HA4YeHUs CUCTEMHOrO NPOrpaMMHOro obecrnevyeHus
NepcoHanbHOro KoMmnbloTepa.

JINYHOCTHbBIE: NOHMMaHWe HeobX0AMMOCTM NEePCOHANIbHOrO KOMMbIOTEPA B »KU3HMU, MOHU-
MaHWe 3HAYMMOCTHU 3NEKTPOHHOM NOAMUCH.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHue.

KpaTtkoe copepykaHue. JnekTpoHHas nognvcb. Buabl anekTpoHHo nognucu (npoctas,
yCWUneHHas, KBanuduumpoBaHHas). Mcnonb3oBaHue 3neKTpoHHOW nognuck (wudposaHue m
nognucaHve pokymeHtoB). tOpuanyeckas 3HaYMMOCTb 3NMEKTPOHHOM noanvcu. Mcnonb3oea-
HWEe 3/IEKTPOHHOMW MOANUCU NS NPEfOCTAB/IEHUA FOCYAAPCTBEHHbIX YCNYr, NPOBEAEHUSA TOp-
roe. CneuuanbHoe nporpammHoe obecnedyerue. BoinonHeHune npaktuueckon pabotbl Ne 19.

MpakTuueckasa pabora Ne19. Pabota ¢ 3n1eKTPOHHOM NOANUCDHIO

YctaHoBuTb nporpammy «Kpuntollpo CSP (4 Bepcuio)» n «Kpuntollpo LM Browser plug-
in» (NporpamMmbl fOCTYynNHbI B ceTeBoi nanke). MNocne yctaHoBKM HeOBXOAMMO MepesarpysuTb
KOMMbioTep.

Mo ccoinke https: / /testca.cryptopro.ru/certsrv /certrqma.asp chopmuposarb B 6payse-
pe Internet Explorer anektpoHHyto nognucb. BBect nmMs, octanbHble NoAs MOXHO He 3anos-
HATb. Ha Bce npepynpexaeHusa cuctembl 6esonacHoctn Windows oteevartb MOMOMKMUTENbHO.
Mocne Heob6x0aMMO BbIOPATL MECTO XPaHEHMS 3aKPbITOW YacTu MOAMMUCH, BbiIOpaTh peectp, Aa-
nee cnefoarb MHCTPyKUMaM. [Mocne BBoga napons NponTH No CCbifike «YCTaHOBWUTb 3TOT cep-
TudumKaT» (noseutca npepynpexaerve «danHbin LIC He aBnsetcs nosepeHHbIM»). YT1o6b1 AO-
BEpPATb cepTUdMKaTaMm, BblAaHHbIM 3TUM LLEHTPOM cepTUdUKaLunU, YCTaHOBUTb ITOT CepTUdU-
kat LLC (ckauatb no ccoinke ceptudmkar LUC n yctaHoeutb ero). Mpu yctaHoBke cepTudmkara
BblOpaTh «[JoBEpEHHbIE KOPHEBbIE LIEHTPbI CEPTUMUKALUNY.

Xp we ceprig
XpaHunuia cepTUhMKaToB - 3TO cucTeMHble 0BnacTu, B KOTOPbIX
XPaHATCA cepTHHHKATLL.

Brifop xpaHuavwa MowkeT BoiTe nponseeaeH VWindows asToMaTHHETM, NN 7We
MOXHO YKa3aTh pasMelleHie cepTuduKaTa BpyUHYIo.

() AsTOMaTHUECKM BLIDPATL XDBHUAMULE HE OCHOBE THNa CepTUdMKaTa
(@) MoMecTuTs BCe cepTHhMKATE! B CEAYIOWES XPaHUAMLE

Kparnne cepTnprKaTos:
AoBepeHHblE KOPHEBLIE UEHTPL! cepThdMKaLym Obsop...

MNocne yctaHoBKM KopHeBoro cepTtudukata LLC MoXKHO ckadaTb OTKpbITYO YacTb (cepTudu-
KaT) 3/IeKTPOHHOM MoAnUCH.

3anpoLUeHHbI BamMu cepTudpukaTt Dbin Bam BbifaH.

YCTaHOBUTL 3TOT cepTudnKaTt
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YcTaHoBUTL NporpaMmy ans noanucaxus danos «lpocto nognucartbs (nporpammbl 4OCTyN-
Hbl B CETEBOM nanke). BbinonHuTb no waram nognucaxue nioboro daina, Hanpumep test.txt.

| testibxt f © Mpecro Noanucars =&
@ test.bet.sig
WexoaHbie daiinst
;BJ'a?I.Ia.I:g:HMeM Slg - C:\Test\test.tet T | Hobasuts l
: e e
2neKTpOHHen i i
|0 nporpamMe 1
3 pe 4
Pexam paboTer [I'IO.I:!'IMCA’TB '] I BrimonHmTe ]
[AeiCTBME NPW HAMAHMM NOAMMCH! [3ama-m'rb "]
Ceptudmkat: PyciHos An;peﬁ Cepreesud 2 | Beibpath !
("] Micnonssosats cranaapTHeNt avanor seibopa cepTidmkaTa Ceptuduxats!
("] ApxvsmposaTs (nocne noanMcaHms) | ¥aanutb ucxoaHmie
PesynbTaT ssinonHeHua
Ecx_on HbIiA d)aﬁn,.nﬂ"ﬂb.'.’f: C \h'l'?st_\test.b(t

C NOMOLLbIO 3TOM Xe nporpamMmmbl NpPpoOBEPUTb INTEKTPOHHYIO MOAMNUCD.

Tema 9. NMporpammHoe obecneuyeHue.
MNpuknagHoe nporpamMMHoe obecneyeHue

PekomeHayemMoe KONMYeCTBO YacoB Ha AaHHylo TeMy — 3 vaca.

MnaHupyemblie pesynbraTthbl

MpepMeTHble: NOHATME NPOrpamMMHOro obecrneyeHUs NepCcoHanbHOroO KoMmnbioTepa M oc-
HOBHbIX €ro rpynmn; 03HaKOMJIEHWE C MOHATUEM «apanBep».

MeTtanpeameTHble: NoHWMaHWE Ha3HAYeHUSs CUCTEMHOro NpPorpammHoro obecnedyeHus
NepcoHasibHOro KoMmrbloTepa.

JIn4yHOCTHBIE: NOHWMaHKEe HEOBXOAMMOCTH MEPCOHANIbHOrO KOMMbIOTEPA B XKU3HU, MOHU-
MaHWe 3HaYMMOCTH CrieyoLWmUX NPorpaMM: apxmearop, aHTMBUPYC, halepso.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 0bopyaOBaHHWeE.

Kpatkoe copepxaHue. lNpuknagHoe nporpammHoe obecneyerne. Onpenenenue. Mpu-
NoXKeHusa obLero (TeKCToBble pefaKTopbl M NPOLECCopbl, rpadryeckue peaakTopbl U NakeTbl,
CY[B, tabnuuHble npoueccopbl, KOMMYHUKALMOHHbIE NPOrPaMMbl M Ap.) U CNeuranbHoro Ha-
3HaueHus. O63op nporpammHoro obecrnedeHus. BoinonHeHne npaktuyeckomn pabotbl Ne 20.

MpoekTHas pabota obyyaoWmMXCcs No cleayoWmM TeMaMm:

* lNporpammHoe obecrneyeHne 418 BUAEOKOH(EPEHUMHN.

* MNporpammbl ansa obuieHns nonbsosarenen B Cetn (MecceHmkepbl).

* Aynvonneepbl.

* Bupeonneepsl.

* [NepeBoa4MKM U 3NEKTPOHHbIE CIOBAPH.
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MpakTuueckasa pa6ora Ne 20. YcraHoBKa oucHoro npunoxkeHus «Libre Office»

Hactb 1. YcTaHOBKa npuioxeHus.

Ckauarb npuioxeHue C canTa paspaboTymka MM U3 CETEBOW Nanku LUKOJbl. YCTAHOBWTH
NnpunoXeHue.

YacTtb 2. 3anyck npunoxKeHus.

3anyctutb «Libre Office Eriter» (TekcToBbIVi pepaktop) us meHio «lyck».

Haneuatatb TeKcT B okHe «TecTtoBbiv dhain». Coxparutb ain B hopmare Microsoft Word.
CoxpaHutb arn MoxkHO Yepes MeHto «Dainy», ganee ebibparb «CoxpaHuTb Kaky.

Qavin | MNpaska Bua Bcraska Qopw

D Cospatb ’
=7 OTKpbiTh. Ctrl+O
OTrpbiTh YABNEHHO...
@ HeaasHue 40KyMeHTbI »
[B 3akpriTh
Macrep »
l—: WabaoHb 3

Mepezarpysuts

Bepcun...

CoxpaHuTte Ctrl+S

80 B0

Coxpanutb kak...  Ctrl+Shift+S

CoxpaHute yaanieHHo...

CAvnauiaTe wanuwn

Bbibpatb Heobxoaumbin chopmar cdarna (Word 97-2003) v Beect uma canna (dammnus
MMs OTYECTBO, rpynna).

‘ Wearoe Wean Meanoeuu 2 rpynna.doc

Word 97-2003 (*.doc)

Tekcrosblii gokymeHT ODF (".odt)

Wa6non TekcTosoro gokymenta ODF (*.ott)
Tekcrosbiii gokyrment ODF (nnockuid XML) (*.fod
Texer Unified Office Format (*.uot)

Word 2007-365 (*.docx)

Word 2007-365 WWaGaon (*.dolx)

Word 2003 XML (*xml)

Word 97-2003 (*.doc)
Wabaon Word 97-2003 (*.dot)

Tenepb cospaHHbIV darn MOXHO OTKpbITb ¢ noMolbto «Microsoft Office». «Libre Office»
MOXKeT oTKpbiBaTb dainnbl «Microsoft Office» u coxpaHsaTb B Hy>kHOM opmarte, Takum obpa-
30M B OOJbLUMHCTBE C/lyyaes A/1A CO34aHusA M 0OMeHa TEKCTOBbIMU AOKYMEHTaMU MCMOJb30-
BaTb 6ecnnatHble nporpammbl. CoxpaHuTb dain Ha pabouem cTone.

Yactb 3. YcTraHoBuTb camocToaTenbHo npunoxkenuns «Djvu Viewers, «Foxit Reader», npo-
rpammy Ans NPOBeAEHUS BUAEOKOH(epeHUHHI.
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Yactb 4. YnaneHue nporpammHoro obecneyeHus.
[ns ynaneHus nporpamMmbl HaxkaTb NPaBOM KHOMKOM MbiwK Ha MeHto «[yck», Bbibpatb «[Mpu-
NOXKEHMWS U BO3MOXHOCTU» . BbiBpaTb HEOBX0AMMOE MPUMOXKEHUE WU HAXKaTb KHOMKY «YOaNuTby.

HaligeHo npunoxenwid: 47

7-Zip 19.00 3.68 MB
20.04.2021

19.00

WzmeHnTs Ynanuts

Ypnanutb ¢ KoMnbtoTepa npunoxkeHue «7-zip» u «Libre offices.

Tema 10. JlokanbHblie ceTH

PekomeHayeMoe KoM4ecTBO YacoB Ha AaHHyo TeMy — 5 4acos.

NMnaHupyeMblie pesynbraThbl

MpepmeTHble: npeactaeneHve o6 opraHuWsaumMn M (QYHKLMOHMPOBAHWM KOMMbIOTEPHbIX
ceTen.

MeTtanpepmeTHble: NpeacTaB/eHWe O KOMMbIOTEPHbIX CETSX.

JInduHOCTHbBIE: NOHWMaHWe pPosi MH(POPMALIMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHEHUs KOMMbIOTEPHbIX CeTeW B pasninyHbiX cdepax aeATesb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepHuasnbl: KOMMbIOTEP, NPe3eHTauuoHHOoe obopyaoBaHue.

Kpatkoe copepkaHue. [loHATME «KOMMbIOTEPHAA CETb», BUAbl KOMMBIOTEPHbIX CETEM,
IP-anpec, UHTepHer, cepsep 1 uHoe obopynosaHue. BoinonHeHue npaktnyeckux pabor Ne 21, 22,

OsHakomneHue ¢ HagcTpoinkon «[Mapametpbl cetn n UntepHeT». CeteBoit npodunb (obuie-
[OCTYMHbIW, YacTHbIM). Hactpoiika napameTtpoB apantepa. BoinonHeHnve npaktuyeckon pabo-
ol Ne 23.

JInHum cBsA3n M KaHanbl nepepadv gaHHbix. KabesbHble NMMHUM CBA3M (KOAKCMasibHbIM Ka-
6enb, BUTasA napa, onToBOMIOKHO). BbinonHeHune npakTuueckon paborbl Ne 24,

BecnposogHble nuHuK cesasu (IrDA, Bluetooth, Wi-Fi, GSM u GPRS, CDMA u gp.). Oco-
6eHHocTn Wi-Fi (yactoTHble guanasoHbl, KaHanbl, MOLWHOCTb CUrHana, NPOTOKOSIbl 3aLUMTbI).
PekomeHpauumn no pasmelLeHWo poyTepa: BHELLHWE aHTEHHbl poyTepa PacnofioXuWTb BepTU-
KasibHO, Nnojasblue OT MeTa/l/InYecKnx npeamMeToB (Hanpumep, Tpy6), MCNOMb3oBaTh KaHasbl Mo
20 Mry, Bbibupatb Hanbonee cBoboAHbIE KaHaslbl, OTKIOUYMTL YCTAPEBLUME CTAHAAPTbI, YMEHb-
LUWTb YpoBeHb MoLwHOCTH. MNpakTuueckas paborta Ne 25.

MpakTuueckasa pab6ora Ne 21. Onpepenutsb IP-appec komnbloTepa

1-1 cnoco6. Haxatb npaeoi KHomkon Ha MeHto «[lyck», Bbibpatb «[lapametpbi», nanee
«CeTb 1 UHTEpHET» M HaxkaTb kHONKy «CBolcTBa.

E Ethernet0 2.62 b
3a nocneanve 30 an.

CeolicTea Wcnonsz0BaHve AaHHbIX
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BHu3y cTpaHuupbl nosBATcs AaHHble 06 IP-appece.

CBouncTBa

CkopocTs Avkuu (Npuem . 1000/1000 (Mbps)

nepeaava):

IPvd-appec: 192.168.163.128

DNS-cepsepenl IPvd: 77.88.8.7
77.88.8.3

2-i cnocob. Haxatb kHOMKy «llyck» u Bblibparb KoMaHay «BbinonHute», BBectn «cmd».
B otkpbiBweeca okHo (pexkum «[AOC») BBectn komaHay «ipconfig /ally n Haxartb «Enter».
Pesynbrat KOMaHAbl NOKa3aH HUXKeE.

DNS-cyddnkc nogknw4eHua . . . . . : localdomain
ONMCAHME. . « « « « «» « + o « « o ¢ Intel(R) 82574L Gi
OuzuvyecKuih agpec. . . . . . . . . ° BB-BC-20-8A-51-23
DHEP BIJIMEH.. = woia . e il o) il s fla

ABTOHACTpOHKa BKAKYEHA. . . . . . : Ja

IPVA-aAPEC: . o i v o e o e w3 1920168.163.128(0C
Macka nogceT¥ . . . . . . . . . . : 255.,255.255.0

ApeHpa nony4eHa. . . . . . . . .« . : 24 anpenAa 2021 r.
Cpoxk apeHgm MCTEKaeT. . . . . « . . . . : 25 anpena 29
OcHoBHOM WAW2. . . . . . . . . : 192,168.163.2

BHCP-ceprep: . < o 2 o . ¢ oo ow o 192.168:163.254
DNSZCEPBEDM. T s s wis aiiw e aiw a Bl O8 BT
77.88.8.3
OcHoeHOW WINS-cepeep. . . . . . . : 192.168.163.2
NetBios 4epe3 TCP/IP. . . . . . . . : BknwyeH

MpakTuueckasa pabora Ne 22. OzHakoMneHUe € HaACTPOMKOM
«CeTeBble NOAKIOYEHUA»

OtkpbiTb HaacTporKy «CeTeBble NOAKMOYEHUSA», HAXKAB NPABOW KHOMKOW MbILIW HA MEHIO
«[lyck» 1 BbiGpas NyHKT MeHio «CeTeBble NOAKMIOYEHUS».

1-e 3apaHue. Boibparb ceteBoi npodub.

N3meHuTb (npoBepuTb) Npoduib noaknioueHns K cetm Ha «ObwenoctynHoie» (Npu noga-
K/IOYEHMU K CETH B BOJbLUMHCTBE C/ly4aeB peKoMeHayeTcs Bbibupartb ero). [ns atoro Heobxo-
AMMO BblOpath NYHKT «Ethernet» u Haxkatb Ha NyHKT «CeTby.

Haditi napameTp |
| : Cetn

MoakntoueHne ycTaHoBACHO

CeTb 1 ViHTEpHET

¢
S Cocroriwie ConyTcTaytollMe napameTp

i Hacrpoiika napamer gantep
£l Ethernet acTpoiika napaMeTpoB agantepa

Mocne atoro OTKpPOEeTCA OKHO, B KOTOPOM MOXHO Bbl6paTb HeO6XO,DMMbIVI ceTeBOM npo-

¢uns.
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2-e 3apaHue. Hactpoiika napameTtpoB agantepa.

Ina HacTponku napameTpos agantepa B HaacTpounke «CeTeBble MOAK/OYEHMSA» BbiOpaTh
nyHKT «Ethernet», 3atem HaxaTb Ha «HacTpolika napameTpoB agantepas. Ha Hy>kHom apganTe-

pe HakaTb MPaBOM KHOMKOM MbILLK M BbIOpaTh NyHKT MeHio «CBoMCTBaY.

l:hl Ethernetd
>  Cem
@2 Intel(R) 82574L Gigabit N

& Orcnounts

Cocroanne

Auardoctuka

HacTpoiika mocTa

Cozpats apnsik
Yaanwute

MNepenmeHoBaTL

S QS (@

CeoicTea

N3meHuTb HacTporkn DNS (ykasatb HacTpoviku Anpekc. DNS, ykasartb dns ¢ dunstpom
«be3onacHbIMy (OaHHbIM PEXMM BKJIKOYAET 3aLLMTy OT OMacHbIX CaMTtoe M 60tos)). [na name-
HeHua HacTtpoek DNS ebibpats TCP/IPv4, panee Haxkatb Ha KHonky «CBOWCTBa», B NOSBMB-

lwemcs okHe BBecTn agpeca DNS cepeepoB 1 Haxatb KHoMKy «OK».

@ Ethernet(: ceofictea p. 4
Cem

Monxniouerue yepes:
B Intel(R) 92574L Gigabit Network Connection

OMeyeHHbIe KOMMOHEHTE! MCNONLSYIOTCA STUM NOAKMHOYSHMEM:
KIIMB‘HT ana ceteit Microsoft A
M T2 06wmit socTyn k Paiinam u npuHTepaM ana ceted Mi
M %2 NMnarmposuux naxetos QoS

O i l'lpoTokon MynbTWNNEeKcopa ceTesoro anantepa (Mai
1. Opaiisep npotoxona LLDP (Maiikpocodt)

O . 1P sepewm & (TCP/IPVE) v
<

| Yeraroeute... | | Ypaname

Onmcarme

Mpotoxon TCP/IP. CTaHAAPTHLIA NPOTOKON MN0BaNEHBIX
ceTelt. oBecneumBaniumii CBASH MEXAY PASNMYHBIMK
Bsa‘HMDA&ﬂCTB}"IOI.I.IMMM CETAMM.

Ceoitcrea: IP gepeun 4 (TCP/IPv4)

Obwie  AnbTepHaTMBHAR KOHGMrYPALMA

NapameTpel IP MOMHO HAZHAYATL SBTOMSTHULECKM, SCNM CETL
NOAAEPXUBAET 3TY BOMMKHOCTb. B NDOTHSHOM cny4ae y3HaliTe
NapaMeTpel IP v CETEBOM0 aAMMHUCTPaTOPA.

(® MNony wmTe IP-agpec asToMaTHIEGM

(O Wenens3osate creayowwd IP-agpec:

IP-aapec: | v v . |

Matka noaceT: | v i . |

OCHOBHOW WAH3: | ; : ; |

O Mony4uTe agpec DNS-cepsepa asTOMATHYSOKM
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MpakTuueckasa pabora Ne 23. loctyn K ¢aitnam KomnbloTepa

Tak kak pa60Ta BbIMOJIHAETCA Ha BMpTyaJ'IbHOVI MallnHe, TO HeO6XO,EI,VIMO M3MEHUTb Ccnenyto-

LLIMe HACTPOMKHM.

OTKpbITb HaacTpoiKy HapcTporkon «CeTeBble MOAKNIOYEHUS», HAXKAB MPaBOW KHOMKOW
MbILK Ha MeHIo «Iyck» 1 BbiGpaB NyHKT MeHto «CeTeBble NOAKNOYEHNUSA», 3aTEM HaXKaTb CCblJI-
Ky «CocTosiHne» u Bbibpatb NyHKT «LleHTp ynpaBneHus cetamm u o6LLMM JOCTYNOM».

& Cocronsme

% LienTp ynpagaesiua ceTAMN M OBLIMM AOCTYNOM
ONpeasIuTe, X KIKIM AHKBIM BB XOTHTE NPEROCTIENTE ASCTYN aa8
ceTedl, C KOTOPHMMK YCTAHOBAEHD €

Hanee Bblbpatb NyHKT «M3MeHWUTb AONOHUTENbHBIE NapaMeTpbl obLwero gocrynas.
B otkpbiBLIEMCA OKHe HeobXx0AMMO 13 No6OK ceTH BKOYMTL 0BLWMI foCTyN K dhainam 6e3

napons:

Bee ceri

OGLigii focTyn K 0BLIBADETYNHRIM NANKALE

Fenu renvousn nﬁlllllﬁ ADCTYN K nfi HEANCTYAHAIM AANKALM, NONKRINRATAAN CFTU (BKHI{\I—IR"I UAFHNR
AOMALWHED FpyNNGI) MOYT NOAYYaTS SOCTYN X Galiaam & Takie N2nKkax,

(@) Brarounts oBLumii A0CTYN, UTOGEI CETEELIE NONLIOBATENM MOLAM YHTITS 1 32NUCHIETY
ailno & QO IR

() Ominsounts oBLUNE ADCTYR (AHOAN, BHINOMHHBLUNE EXOA HE DTOT KOMMNLIOTED, BCE PABHO
ByayT nMeTs 40CTYN K oBLUEIOCTYAMEIN NaNKan)

IS GIN P oSt S S I R J AT NS NS AT f NS i SN T

. “ v
O6uymii gocTyn ¢ napen)

Ecau BKnoueHa naponsHan 3aLmma ofiero ADCTYNE, TONLKO NCALI0BATEAN CYY ETHOM 3aNNCHI0 1
M3ponen Ha 3TOM KOMNEHOTEPE MOTYT NOAYYUTs R0CTYN K oG daiinam, npuxTepan,
ROAKTOUEHHBIM K 3TOMY KOMMALIOTEPY, M oBymm nankam. HroBb! oTkpbITe A0CTYR APYTUM
MONLI0EATENAM, HYHO OTKNMYWTE N3PONEHYIO 33Ty obuere gocTtyna.

(O Bratoumts oBwumii 40cTyn ¢ naponsuoii sawmroi
(®) Omenroums obumit gocTyn ¢ naponsHof 1awmTod

\
BRO SAWMTOR

\ MNP Ny MWV TR e N b S0 T

Bbibpatb ntobyto nanky (Hanpumep, c:\ \test), Hakatb Ha He€ NMPaBOW KHOMKOW MbILLKN M
BblIOpaTh M3 MeHto NyHKT «CBoncTBay. OTKpbITb BKNAAKY «JocTyn» n Haxkatb KHOMKy «O6umnit
noctyn», nobaeuTb nosb3osarens «Bce» v yctaHoBUTL eMy npaBa Ha «YTeHne u 3anucb». Co-

XPaHUTb HACTPOMKM.

CeoficTea: test

Mpeasiayume sepoun H:
Ofuwue Docmyn Ee:

O6wmit aoeTyn K ceTeBbLIM DafNaM M NanKamM —
test
HeT ofwero goctyna

Cetesoi nyTo:
Het ofwero aoctyna

OBwwi gocyn...

PacwwperHan HacTpofKa oGWEro AOGTYNa

I'lnenocrasnner NoNe30EaTeNbCKNE DAEDEWEHY
ofime NaNKK ¥ 330AET SPYTHE AOMONHMTENEHS!

obwero gocTyna.

Gpacumpem-raﬂ HacTpodiKa... i

awmTa naponem

MNonbat . He 18 Y4ETHOM Sanvch U

STOM0 KOMNLIOTEPAE, MMEOT AOCTYT K Namkar, a
ANA BCEX.
WarennTo 270T napameTp moxno vepes Lenm

CETAMHU W Oﬁ_igﬂ.\‘l A0CTVTION.

22 Aoctyn k cetu

Bblﬁepm’e nosL3oBaTencH, ¢ KOTOPBIMW Bbl XOTMTE NOACAWTLCA

Beeaure uma u Haxmure knonky "foGasuts" Anbo ucnonssyiite CTPEAKY ANA NOMCKE ONPEABNEHHOO
NOAL30BATENA,

| e

HoBaguTe

Vima YposeHs pazpeiieHiii

E, Axgpen Pytm-ms {andrey@rusinov.name)

82, Bee

Bnaaeney

YreHue v sanuce ™

Mpobnemel npu npeaocrasnennm obero gocryna

| Qnup.e.nm‘nm | [__OTMEHH |
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B ocHoBHOW onepauyoHHOM cucCTeMe B afpecHOM CTpoke MpoBofHWKa BBecT IP-agpec
BUpTyanbHoM MawuHbl, Hanpumep \\ 192.168.163.128. lNMpu npaBunbHON HACTPOWKE MOXHO
YyBUAETb Nanky «test», B KOTOPYIO MOXKHO 3anuncatb U YAANUTb passfiMyHble (aibl M Nanku.

| » Cern » 192168163128 »

bw UeHTp ynpasnesua ceTami i oGLGM A0CTyNOM fl

Hoe I test
o P Y DBuas nanka

Hie mecTa =

MpakTuueckas paborta Ne 24. Noproroeka Kabensa pna coegUHEHUA KOMNbIOTEPOB

MocTpoeHune nokanbHou cetu. Moarotoeka kabens Asis CO3aaHUsA CeTu.

HeobxoamMmo coenmHuTb poyTep v KoMmnbtoTep. LA npoBefeHUs npakTMyeckon pabortbi
noHagoburcs:

* BWTas napa 5-1 Kateropuu;

* KOHBeKTOp (OH ke aXKek-pa3bém, ctaHaapT RJ 45, unn 8P8C — 8 positions 8 contacts);

* CreumManbHble YyHUBepcasibHble 06MMHble Knewm ansa RJ 45 (kpumnep).

CneumasnbHble yHUBepCasibHble 00uMHble Knewwm ansa RJ 45 (kpumnep), kak npasuno, co-
aepxar B cebe anemMeHTbl A5 06pe3aHnsa NPOBOAA U €r0 3a4MCTKM, MOITOMY HOXK UK KYCaYKK
He noHapobATcs.

Bua 06XKMMHOro MHCTpyMeHTa

tanbl 063KUMKK NpoBoa.
1. CHATHe BHelLHelN 060104k Kabens (aBHoe — He NoBpPeanTb 0B0I0UKY TOHKMX MPOBO-

[0B).
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2. Packpytutb BCe napbl NPOBOAOB, PACMONIOXUTb UX B HY>XKHOM mnopsake (B COOTBETCTBUM
co cxemon 06xkuma). MNocne BbINPAMUTL NPOBOAA, HE HAPYLLUMB PacKiaaKy NpoBoaos, U obpe-
3aTb NPOBOAA MO OAHOM NIMHWM (BbICTYN NPOBOAOB OT OCHOBHOMO 3aLUMTHOIO KOXYyXa npumMep-
Ho 1—1,3 cm).

1 T |Geno-opaHxesbiit Geno-zenéunit 1 1 f
2 [ opaHxeBtln enéuein [ 1 2 !
3= = !58ﬂﬂ-aeﬂéHblﬁ Beno-opanxesBst 1 3 '
4 !CHHHF‘I CUHMH 4
5 (I T Geno-cuHuA Geno-cuuuii [T W §
6 T 3enéHuiit opaHxesblit| 1 §
7N = Iﬁeﬂo—xoquHeablﬁ Beno-kopuuHesbid [ I 7
8 NN OpueBki Kopuuressin | NN 8 |

Cxema obxknma
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3. YcTaHOBUTbL NPOBOAA B KOHHEKTOP TaK, 4TOObI BCE NPOBOAA MOMHOCTbIO BXOAW/IM B KOHHE-
KTop. ELLé pas npoBepuTb No LBeTaM, NPaBU/LHO I pacnonaraoTcs NPOBoAA B KOHHEKTOpe.

ms help-Wifi.com

4. BctaBuTb KOHHEKTOP B KPUMIMEP M MeasieHHO 0bxaTb Kabenb, cxkmnmas pydku. Ckatb pyd-
KW KpUMnepa HY>XHO CU/IbHO.

s help-wificof

5. lNMpoeop rotos.

MNponenartb aHanorM4YHoO C ApYruM NPOBOLOM.

6. Mocne 06XMMKKM NpoBepUTL NPOBOA C NOMOLLbIO TecTepa (Npu Hanuuum). Mposepka ¢
MOMOLLbIO TecTepa NO3BONSAET MPOBEPUTb MPABUSIBHOCTb PACKIaAKKM NPOBOAOB, @ TaKXe Bbl-
ABUTb NPOBIEMbl B NPOXOXKAEHUN CUrHana (pa3pbiB cCoeuHEHUS).

7. CoeanHUTb KOMMbIOTEP CAENAHHLIM MPOBOAOM K poyTepy. PoyTep aBToMaTtMyecku pas-
pact IP-agpeca nogknto4YEHHBIM KOMMbIOTEPAM.

8. MNpoBeputb NoAKNtOYeHUE K JIOKANIbHOW CETU C MOMOLLbO KOMaHAbl «ping». Haxkarb
KHOMKy «[Tyck» u Bbibpatb KoMaHay «BbinonHute», Beectn «cmd». B oTkpbiBweecs okHe (pe-
xum «JOC») BBectn komaHgy «ping 8.8.8.8» (ecnu ceTb He nogkntoyeHa Kk cetu UHTepHeT, To
IP-appec ykaxeT npenofasaresib) U Haxatb «Enters. Pe3synbtat komaHapbl nokasaH HUXe.

C:\Users\andre>ping 8.8.8.8

TTL=128
! 4Mcno Bai Ipem TTL=128
YMCNo 7 pen Me TTL=128

: vucno 6anT=32 Bpema=22mMc TTL=128

CtaTucTuka Ping ana B.8.8.8:
MNakeToE: OTNPaBNEHO = 4, MNOAYYeHO = 4, NOTEpAHO = @
(e% noTtepb)
MpubnuaMTENEHOE BpeMA NpMeMa-nepefadu B McC:
MuHuMansHoe = 22Mcek, MakcumansHoe = 22 Mcek, CpegHee = 22 MCeK

Mpu oTcyTcTBUM coenmHeHus OyneT BbiBefeHO coobuieHune «[lpeBbileH WHTepBan Ans
OXXMAaHWA 3anpocay.
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MpakTuueckasa pabora Ne 25. 0630p HacTpoek poyTepa,
ontumusauua paborbl Wi-Fi-cetn

Hactpoutb poyTtep Ha aBTOMaTuyecKyto pasgadvy Hactpoek (Bkntoune dhcp-cepsep).
[nsa BbinonHeHMs 3agaHWsA NpeanaraeTcs UCMoib30BaTh Sl0O0N M3 CUMYMIATOPOB aaMUHU-
CTpaTMBHOM nNaHenu poyTtepa. BHMMaHuWe: cuMynaTopbl He COXPaHAIOT U3MEHEHUS, a NO3BONA-

lOT TO/IbKO O3HAKOMUTLCA C 6A30BbIM PYHKLMOHANOM poyTepa.

Cnucok 3MYNATOPOB:

. https: / /emulator.tp-link.com /Archer-C7_RU /Index.htm

. https: / /emulator.tp-link.com /Archer-C9 /Index.htm

. https: / /emulator.tp-link.com /Archer-C9 V3 /index.html

. https: / /emulator.tp-link.com /C50V3 RU_Emulator /index.htm

. https: / /emulator.tp-link.com /ax 11000-v 1-eu /index.html

. https:/ /event.asus.com /2009 /networks /dummy ui/ru/index.html

. http: / /zyxel.net.ua /emulations /zyxel keenetic giga/default.htm

. http: / /routers.nvbs.ru /zyxel /NDMSv2 by Anna/status.html

OO NODOUTNNWN =

. http: / /em.dlink.ru /emul /DIR-620AE_gray/

10. http: / /em.dlink.ru /emul /DIR-620AE / #start /storInfo

1. http: / /simulator.tendacn.com /AC9v3/

12. http: / /simulator.tendacn.com /AC9v3 /main.html

Mcnonb3oBatb ans Hactovku amynsatop https:/ /emulator.tp-link.com /Archer-C9 V3/

index.html.
HacTpolika poyTepa.

3apaHue 1. O3HaKOMUTLCA C BbICTPLIMU HACTPOMKAMK poyTepa, HaCTPOUTb POYTEP MO HU-

e I'IpVIBe,D,éHHbIM AaHHbIM.

BBoaHble faHHble Ans BbICTPOK HACTPOMKH:
* [MopknioueHune k NHTepHeTy ocywiectenseTcs aBtomatndecku (dhpc-cepsep pasgaér au-

Hamuyeckun IP-agpec).

» Jloma ecTb Heckonbko becnposogHbix yctporcts Wi-Fi.
3apaHue 2. Namenutb naposnb goctyna k becnposogHor cetu. lMpouecc nameHeHus napo-
NA HYXXHO 3a(pMKCUPOBaTb CKPUHLLIOTOM M COXPaHUTb CKPUHLLIOT Ha KOMMbIOTEP.

KntouyeBble HaCTPOMKH:

* Bepcusa npotokona 3awutbl: WPA2-PSK (WPA2-Personal).

» Kanan: 10.

® MOLLI,HOCTb nepegarynka — HU3KaA.

[NpuMep HacTpoek NpUBEdEH HUXKeE.

BecnposoaHoR pemuM

WnR Gecnposogmoi cem (S51D):
ZawwTa:

Bepcwna:

LiechpoBaHMe:

MNapons:

Pewam:

LlkpuKa KaKana:

Kawan:

MowHOCTE MepagaTunka:

[&] Brmounte Becnposogros eewarme
TP-LINK_S7ES [ Cxpuims SSID
WPA/WPAZ - Personal (pexosenaverca)

O Asto O WRA-PSK & WPA2-PSK

® apro QO TKIP (O AES
12345670
802.11bfg/n cHewanH w
A0MIMY v
10 v

@ Huzkan ) Cpeguaa O Bucokan

2,401y | 5y

CoxpaHuTb CKPMHLLOT Ha KOMMbloTepe.
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3apanue 3. Onpegenuntb Hanbonee cBobOOAHbIM KaHan C NPUIOXKEHUEM ANA aHanMU3a
Wi-Fi-curnanos.

Bocnonb3oBartbca ofHOM U3 Nporpamm:

* With Homedale (https://www.the-sz.com /products /homedale).

* WifilnfoView

(http: / /www.nirsoft.net /utils /wifi_information_view.html#DownloadLinks).

Ucnonb3osatb ans aHanusa npunoxexHve «With Homedale».

Kak npaeuno, B MHOrOKBapTUPHOM [OME WU B 3[aHWMU, A€ pacrosiaraeTcs MHOXeCTBO
odurcos, oaHoBpeMeHHO pabortaet mMHoxectBo Wi-Fi-touek. [lna HacTpoMku nomknodeHus
Wi-Fi HeobxoaumMo Bbibpatb cambiit cBOOOAHBIN KaHas. BbicTaBuTb HOMep KaHana B 3aBUCUMO-
CTH OT cutyaummn B acpupe. Ins kaHanos 20 MIy ogunn u3 1/5/9/13, a pna 40 Mlu nmbo 1,
nunbo 13. Beibop apyrux kaHanos 6yget npuBoaMTb K nioxon paborte cetv y Bcex! Pekomengy-
eTcAa BbiOGUpaTb oAnH BapuaHT npotokona Wi-Fi. B npueeaéHHOM HUXKe nNpuMepe WWpUHa KaHa-
na 20 MIy n 9-1 kanan ceobopaeH. Takum obpaszom, HeobxoamMMo BbibpaTh 9-i1 KaHan Kak Hau-
MeHee 3arpy’KeHHbIN.

&) Homedale [1.95] . - . S _— — )
| 5 Aganteps | 91 17 Touxn socryna | 69 Mpadu curmana rous gocryna | (7 Uacrora uenonssosamua | @ Pacnonowenue l 1 Hacrporixu |
Samerra Pexomengyemsiii kanan Coctosnue Wwpnna 2

[-LINK 150Mbps Wireless N Ada... i3 Mogknouentan Touka goctyna, .. 20 MHz

i'-ITNK1 S0Mbps Wireless N Ada... Kanan antumannHii 20 MHz

P-LINK 150Mbps Wireless N Ada... 1 20 MHz

'-LINK 150Mbps Wireless N Ada... 1 20 MHz

i'- LINK 150Mbps Wireless N Ada... 1.2 20 MHz

[-LINK 150Mbps Wireless N Ada... 1 20 MHz

[-LINK 150Mbps Wireless N Ada... Kanan cntumansHenii 40 MHz

'-LINK 150Mbps Wireless N Ada... Kanan ontumansHbrii 40 MHz

F-LINK 150Mbps Wireless N Ada... 1,9 40 MHz

i'- LINK 150Mbps Wireless N Ada... 1 40 MHz

['-LINK 150Mbps Wireless N Ada... 8 40 MHz

'-LINK 150Mbps Wireless N Ada... g 40 MHz

[-LINK 150Mbps Wireless N Ada... 1 40 MHz

-LINK 150Mbps Wireless N Ada... 1 40 MHz

!'A LINK 150Mbps Wireless N Ada... 1 40 MHz
i'-LlNKlSOMbps Wireless N Ada... 1 40 MHz

-LINK 150Mbps Wireless N Ada... 1 40 MHz

[ — =

Q
wiwvw the=sz.com [ Auto Refresh ] I O6HoeuTs l [ Broog |

B kakpoMm cnyyae Bo3MoxkHa MHas cutyaums. Heobxoamnmo npoaHanmsmpoBarb CBOKO CUTY-
aumio 1 Bblibpatb onTMManbHbiM KaHan. HactpouTb amynsatop poytepa. CoxpaHWTb CKPUHLLOT
nporpammbl «With Homedale» 1 ckpuHWOT HacTpoek poyTepa.
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Tema 11. JlokanbHblie ceTu. NpoToKonbl nepepavm AaHHbIX.
HNomeHHasa cuctema UMEH

PekomMeHayeMoe KonM4yecTBo YacoB Ha AaHHyto Temy — 1 yac.

NMnaHupyembie pesynbrathl

MpepmeTHble: npeacraeneHne 06 opraHvsaummM M (YHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetv NIHTepHeT; NnpeacTaBneHne o NpoTOKoax nepenadu AaHHbIX, 0 LOMEHHOW CUCTEME UMEH.

MeTtanpeameTHblie: NpeacTaBNeHNe O KOMMbIOTEPHbIX CETAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JInuHOCTHbIE: NOHWMaHWe ponu MHMOPMALMOHHBIX MPOLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHEHUss KOMMbIOTEPHbIX CeTEW B pPas3ninyHbiX cepax aeAtesb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepHasnbl: KOMMbIOTEP, NPe3eHTaLuoHHOe obopyaoBaHue.

KpaTkoe copepykaHue. [ToHAaTMe «AOMeHHOE UMSA», AoMeHHas cuctema UMEH (DNS, DNS
Security Extensions), cTpyKTypa LOMEHHbIX CUCTEM UMEH, MNONMHOE UMSA aoMeHa. [pakTnyeckas
pabota Ne 26.

MpoTokonbl Nnepepayun AaHHbIx, ctek npotokonoe TCP /1P, mapwpyTtusaums.

MpakTuueckas pabora Ne 26. Mouck IP-appeca no aoMeHHOMY UMeHHU

Camblii npocTor 1 BbicTpbIi cnocob y3Hatb IP-agpec Nno foOMeHHOMY MMeHW — 3TO BOC-
Mofb30BaTbCA KOMaHAOM «ping». [na 3anycka 3ToW KOMaHAbl HEOOXOAMMO C MOMOLLbIO
KOMaHbl BbIMOJHWTb

MNpoeogHuk
Haiii

Bruinonnurb

3asepLueHne paboTbl WK |

Pabouunii cton

3anycTuTb KOMaHAHYIO CTPOKY C MOMOLLbIO KOMaHAbl «cmd».

= BbInoAHUTL X

BBEAu‘re WMA NPpOTPaMMbl, NANKY, A0KYMEHTE MK pecypca
WHTepHera, koTopble Tpebyerca oTKPbITh.

[y

OtkpoiTe: [ cmd =

[ Ormena | O6zop...
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BN C:\Windows\system32\cmd.exe

Hicrosoft Windows [Version 10.6.19042.928]
(c) Kopnopauus MaurkpocodTt (Microsoft Corporation).

C:\Users\andre>_

BBecTu koMaHay «ping LOMEHHOE UMS», HAaNpUMeEp «ping ya.rus.

C:\Users\andre>ping ya.ru

OBmeH nakeTamu C ya.ru [87.250.250.242] c 32 6alTamMu JaHHbIX:

IP-anpec nomeHHoro umenu ya.ru 87.250.250.242.
Haitn camocTosaTtensHo IP-agpeca nobbix TPEX JOMEHHBIX UMEH.

Tema 12. JlokanbHble ceTu. [poTokonbl Nnepegaym AaHHbIX.
JNeKTPOHHAasA noyTta

PekomeHayeMoe Ko/iM4yecTBO YacoB Ha AaHHylo TeMy — 1 4ac.

NMnaHupyeMblie pesynbraThbl

MpepmeTHble: npeacraeneHne 06 opraHvszaumnM M (YHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetv MHTepHeT; npeacTaBieHne O NPOTOKO/ax Nepeaayun 3MeKTPOHHOM NOYTbl, METOAAX 3aLUm-
Tbl 3NIEKTPOHHOM MOYTbI.

MeTtanpeameTHble: NpeacTaBneHne O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacrnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JIn4HOCTHbBIE: NOHWUMaHWEe POJiIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacTaeneHve o cepax NpUMeHeHUs KOMMbIOTEPHBIX CETeW B Pa3/IMYHbIX chepax AesTesNb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLUMOHHOE 06opyaOBaHHWeE.

Kparkoe copepykaHue. [MpuHuun paboTtbl 31EKTPOHHOM MOYTbl. 3HAYMMOCTb 3IEKTPOH-
HOM MoYTbl B coBpeMeHHOM Mmupe. Crnocobbl 60pbObl C NOAAENbHBIMWA 3/1EKTPOHHBIMK NMUCbMa-
mu (SPF, DKIM). MNpotokonsl POP3, IMAP, SMTP. lNMpoTokonbl ¢ wudposaHuem SSL /TLS. lNo-
ytoBblA KnneHT. O630pbl noutoBbix KaueHtos. LUudposaHne nucem, uudposas nognuch
(openpgp, s/mime). Mpaktnyeckas paborta Ne 27.

MpakTuueckasa pab6ora Ne 27. HacTpolika NnouTOBOro KNAMeHTa

Ckayatb M ycTaHOBWUTbL MOYTOBbIM KAMeHT «Thunderbird» caiTta npoussogutensa (ccbinka:
https: / /www.thunderbird.net /ru/) nnu us nokanbHOn CeTU y4peXxXAeHHUA.

Co3zpatb nouty Ha niobom noytoBom cepsepe (mail.ru. yandex.ru, gmail.com u gp. (ecnu
y)Xe eCTb MoyTa, TO MOXXHO He CO3[aBaTb, HO B LiefIAX IM4HOM He30nacHOCTHU Noce HaCTPOMKK
MOYTOBOrO K/IMEHTA PEKOMEHAYETCSA yAaNMUTb YHETHYIO 3aNnUCb U3 MOYTOBOrO KAneHTa)). MNpume-
pbl HACTPOEK NOMYNAPHbIX MOYTOBbLIX K/IMEHTOB:
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a7 | e
| L = L[ GepazonaHun aETEit arr-kYen CHCTEMHOE AIMMHUCTPUPOBAHHE
a\c’?s;%/—
CepBep CepBep Cepsep
Mpoeaitnep ucxopaen MopT BXOAALLEN MNopT BXoAasALen MopT
MNo4TbI noYTbl imap
Moot ans MNopT gna MopT ana
Mail.ru smtp.mail.ru SSL/PI'Lg' 465 pop.mail.ru SSL/TLS: | imap.mail.ru | SSL/TLS:
’ 995 993
smtp.yandex MNopT pna pop.yandex Mopr Ans imap.yandex Mopr ana
Yandex.ru o SSL/TLS: 465 o SSL/TLS: o SSL/TLS:
995 993
Mopt ansa
smtp.gmail. SSL: 465 pop.gmail. Mopt ansa imap.gmail. Mopt ans
Google.com com Mopt ans TLS/ com SSL: 995 com SSL: 993
STARTTLS: 587

BHumaHue!

Ecnu BknoueHa ,D,BOI‘;1HaFI aBTOpH3aLunAa, 10, Kak npaBeuno, onAa UCNoJsib3o0BaHUA MpPO-
rPaMM HYXXHO CO34aTb cneu,maanblﬁ napojb anAa I'IpMJ'IO)KeHVIﬁ B HaCTpOI\/’IKaX Ballew
NnoYyThbl.

O6bI4YHO NOYTOBbIE KJIMEHTbI YXKeé CaMOCTOATE/IbHO HACTPaMUBAIOT MPOTOKOJbl ANA nonynAap-
HbIX MOYTOBbIX C}'Iy)K6 N YHUTbIBAIOT ﬂBOﬁHyiO aBTOpHU3auMmio, BKJ'I}O'-IéHHyIO B noyTe.
BeecTtu B OKHe OaHHble ONnA AOCTyna K noyre:

Bawe uma: Angpeii PycuHos ®
Agpec 3N, NOYTL: asrusinov@mail.ru
Mapone: SONNNNNNNSNINNNNNNNS &

3anomHuTL N apone

/' Kondurypauus HaligeHa y npoealigepa 3neKTpoHHOM NouThl

Mpotokon: ® | IMAP (yaan&uusiii gocTyn k nankam)

POP3 (xpaHuTe NouTy Ha BALLIEM KOMNLIOTEPE)

Bxrogawas: m imap.mail.ru SSL
WMexogawian: smtp.mail.rs SSI

Wma noaezoearena:  asrusinov@mail.ru

Haxkatb kHonky «[1ponomkuTb». [py BKNOYEHUM ABOMHOM aBTOpM3aUUKU NporpaMmma nepe-
HanpaBWT Ha caWT nposanaepa, rae HeobxoanMo OyaeT BBECTM AaHHble A/ aBTopu3auuu K
3/1eKTPOHHOMY MOYTOBOMY ALLMKY. [1pK ycnewHoOM co3gaHuu B OKHE MOYTOBOW MpOrpaMMmbl no-
ABUTCS NnouTa.

Pronyuims v # Cosare  CQQuar {3 Agpecrian xnura | © Mers v | W Buicrpsifi guaetp |
v 2 asrusinov@mail.ru &= | Bl Henpountanusie Ty 3séspouka &) Kowraxr  © Mery
3 Bxoaawwme (1)
E Heproouxm Yie @ T "
<1 Otnpasnernsie
O Cnam
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Cpeam ppyrux ocoGeHHOCTEN HEKOTOPbIX MOYTOBbLIX KAMEHTOB MOXHO OTMETUTb (PYHKLMK
CKBO3HOrO WK pOBaHUS NUCEM.

,U,OI'IOHHMTEHbHoe 3agaHue

Cospartb ceptudmkar «opengpd» M OTNPABUTb NMUCbMO PSAOM CUAOALLEMY YHYEHUKY C
3NEeKTPOHHOM NOANKUCHIO.

Ina cozpaHuna ceptudmkara HeoOXOAMMO HaXKaTb MPABOW KHOMKOMW MbIlM HA UMS 3MeK-
TPOHHOM MouTbl M BbiOpaTb NyHKT «MMapameTtpsli», Aanee Boibpats «CKBO3HOE W pOBaHHUE»
M HaXkaTb KHOMKY «[lo6aeuTb Ktou». B nossuewemcs okHe Bbibpatb «Co3aarb HOBbIN KOY».
B HOBOM OKHe 3agartb HAaCTPOMKM Kitova (AnA y4ebHOro UCrNonb30BaHWA PEKOMEHAYETCS CO-
34aTb KJIOY CO CPOKOM aencTeus 1 aeHb (Mpu Mcnonb3oBaHuu WKWGpPOBAHUSA B OpraHn3aumm
peKoMeHAayeTcs BbibUpaTb CPOK aencTeus katouya ot 12 mecaues)). MNpumep HacTpoek Knioya.

Cozpatb knoy OpenPGP

Jnunioct,  Angpeii Pycunoe <asrusinov@mail.ru>  asrusinov@mail.ru

Cpok aeicTBna Knoua

Onpeaenure cpok AelcTENA BaLLErD HOBOMO CreHepUpoBaHHOro Kntoua. Mozke But MoxeTe ynp|

npoankTL €€ npu HeobxoguMocTH.

@) Cpok agiicTBiA Ktoua UCTEKAET Yepes aHeit v

| Kmou He ncrexaet

AononHuTensHele NapameTpobl

YnpasAeHue AONOAHHTEALHLIMI NapaMeTpami Ballero Knioua OpenPGP.

Tun knoua: RSA v

Pazmep kmoua: 3072 v

Coz4aib KIHIY

Mocne co3pgaHua nucbma oTnpaBnTb NOANMUCAaHHOE NMUMCbMO OPYroMy O6y‘-lalOLU.EMYCFI.

4 Ornpasurts A Opdorpadun v |ﬂ Ea_i.!._lﬁ‘lg _,Vi ) Coxpanuts v

Texvonorua wndpoeaHua
Or Awuppeii Pycunos <
® Hewwdposats

Komy | rusinovas@| TpeGopare wndposanna
v
Tema | tegt MNoanucars 370 coobLueHue
i — o i Z
A v | [Fponopmnon MpykpenuTs Mo OTKPBITHIA KoY
MpocmoTpers MHGOPMaLMIO O 3aLUuTe
test
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Appecat nonyyYuMTt NMCbMO C OTMETKOM, YTO MUCbMO NOAMUCaHO LUMGPOBOM NOAMNMUCHIO.

Or A <asrusinov@mail.ru> ¥7
Tema test 13:40

v Mue <rusinovas@ >l OpenPGP e

Test

CnpaBoyHas uidpopmauus

[na obMeHa OTKPbITbIMU YACTAMM CEPTUDUKATOB MeXKAY HE3HAKOMbIMU MOJSb30BaTeNs-
MW NUCEM PEKOMEHIYETCA UCMOJb30BaTh NybnuMyHble CepBUCbl OOMeHa K/ouamu, Ha-
npumep cepsuc https:/ /keys.openpgp.org/, nporpamma «Thunderbird» vmeeTt BO3-
MOXHOCTb MOWCKa K/toYyel Ha JaHHOM cepBepe.

Tema 13. JlokanbHblie ceTu. [poToKONbI Nepesayun JaHHbIX.
Web-cepsep, ftp-cepsep

PekomeHayeMoe KoIM4ecTBO YacoB Ha AaHHylo TeMy — 2 yaca.

NnaHupyeMblie pesynbraThbl

MpepmeTHble: npeacraeneHne 06 opraHv3aumuv M (QYHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetn UHTepHeT; npeacTasneHme o pyHKUMOHUPOBaHUKU calToB U ftp-cepeepos.

MeTtanpeameTHblie: NpeacTaBNeHNE O KOMMbIOTEPHbIX CETAX, 06 obMeHe M pacnpocTpa-
HEeHWM MH(OPMaLMM B KOMMbIOTEPHbLIX CETAX.

JIn4HOCTHbIE: NOHUMaHWe POJSIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacTaeneHve o cepax NpUMeHEeHUs KOMMbIOTEPHBIX CETeW B Pas/IMYHbIX chepax AesTeNb-
HOCTW YyefioBeKa.

O6opynoBaHue U MaTepuasnbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHue.

Kpatkoe copepxxaHue. [loHaTue «web-cepBep», KnueHT web-cepeepa, dyHKUUK
web-cepeepa, 0630p web-cepsepos, npuHuun paboTbl XOCTUHra canutos. BoinonHeHue npak-
TUYeckon paboTbl Ne 28.

MNonsaTtne «ftp-cepeep», dbyHKumm ftp-cepBepa, pasrpaHuyeHUs YpoBHS focTyna K ftp-cep-
Bepy, 0630p nporpamm ans cospaHus ftp-cepeepa. BoinonHeHue npaktuyeckon paborbi Ne 29.

MpakTuueckasa pabora Ne 28. YcraHoeka web-cepeepa

Ina nposepeHns npakTMyeckon paboTbl npegnaraetcs yCTaHOBMTL nporpammy «Small
HTTP server». Mporpamma pabotaeT nog ynpasneHueM onepaunoHHon cuctembl Windows,
Linux. Ccbinka Ha nporpammy: https: / /smallsrv.com/.

Llenb npaktuyeckon pabortbi.

YcTaHOBUTb NporpaMMy Ha KoMMbloTepe, BKOUYUTL criedytowwmin chyHKumMoHan: ftp-cepsep,
http-cepsep.

YcTaHOBUTb NporpaMmy, Npu YCTaHOBKE NMPOrpamMmbl BbiOpaTh MyHKT « ABTO3arpyskas.
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%, Ycranoska Small HTTP server 3.0 — X
=
mLI.C‘!'t‘.‘!!;".IH Ha MCnoNe30BaHKe M pacnpoCTPaHERNE
nporpammHoro npoaykTa "Small HTTP server” 3.06

1. Bee asioporme npaga na nporpammsei npogyss “Small HTTP server"
npuHaanexat asTopy - Makcumy PeokmicTosy. B coctas nporpamMmHoro
NpoAyKTa MoXeT bbime BeTpoeHa BunuoTexa "MD5 Message-Digest Algorithm”
laBTOpCKUE Npasa Ha KoTopyio npuHaanexaT "RSA Data Securty, Inc.”

2. AsTop ocTaBnAeT 3@ coboi NPaB0 OTMEHWTL ASACTBME OAHHOM MMLISHSUM
AnA Nobon U3 cneayowmx sepcui “Small HTTP server”.

3. Mporpammoi MOXHO NONb30BATbCA HE OFPEHMNEHHO AOAFO.

v

¥ A cornaceH ¢ 370il nMLEH3ME. BO BCeX NyHKTax.
Karanor

c:\shtips ] I:‘

[V Cospams nyHKT B MeHio "Tyek”. [V
ANMUHUCTPaTUBHLIA BXOA:

371a BepcyA BKNIONAET yaaneHHoe agMnHncTpiposanie. [na goctyna, Heobxomgmo
co3jam akaynT. [Nocne ycTaHosky Bbl cMoxeTe A0GaBNATD, MEHATL, MNW YAANATD

Nobbie SKayHTbI.
Viraa: [admin |
Mapons: I |

YeTaHosuTe | Omviena

Mocne YCTAHOBKMK 3anyCTUTb NporpamMmmy 4yepes MeHto (<|-|yCK)).

HeagaeHo gobaeneHHble

E Small HTTP server

C, Google Chrome

f@_ Kaspersky Security Cloud

(&

(D Cortana
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Mpy nepBoM 3anycke paspeLunTb AOCTYN NpUIoXKeHUio http.exe (pa3pelunTts Bo BCeX ceTax
W HaXkaTb KHOMKY «Paspewwmnts goctyn»).

0 Onosewenne besonacHocty Windows X

bpanamayap 3awurHuka Windows 5ab/10KkMpoBan HEKOTopbie

QYHKLMM 3TOTO NPUIOXKEHMA

Bpanamaysp Sewwrrisa Windows salnormmposan nekoTopeie Gyrswm hitp.exe 8o scex
OBLWECTBEHHBIX M UBCTHLIX CETAX.

::i"r Mma: hitp.exe
H sparens:  Hewssectro
MyTe: C:\shttpsthttp.exe

PazpewnTs hitp.exe csase B 3TnX ceTAX:
[ 4acrHsie ceu, Hanpinep, aomawHeR ww pabovan ceTe

[l ObulecTsermbie caTi, HANPMMED B 33PONOPTAX 1 KADE (He peKoMBHAYETCR,
Tax Kax TarkMe CETH 334aCTYHD 3allMeHbl HEDOCTaTONHO MK HE 3allMEHE! BOBCEJ

_@razpeunms gocryn | | omiena

MNocne yctaHOBKM NpaB AOCTyNna CBEPHYTb NPOrpamMmMy cepeepa C NoMoLLblo KHomnku «Ceep-
HYTb».

55 Small Server —_ X

IP - country base loaded
Load shs_lang cfg; 43740

Lang element "S3:CAN__T_SE' not found

Small HTTP Server ver. 3.06.20

by Max Feoktistov

E-mail: support @smallsre com

{C) 1995-2021

MD5 cashe function derived from the RSA Dala Secuiily, Inc. MDS Message-Digest Algoithm

IIRoot dir=C:\shttpswww def=index.” port=80 Mumber of connections=16

Mo ymonuyaHuio web-cepBep 3anyckaetcs aBToMatyecku, hainbl cepeepa pacnonararTcs
no cnepytowemy nytn: C:\shttps\www .

OTkpbITb 6110KHOT, BBECTU (hpa3y «test http», coxpaHutb dain nog umeHem «index.html» B
nanke C:\shttps\www .
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OTkpbiTb Bpay3ep 1 BeecTH cTpoky http: / /127.0.0.1 .
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OTKpoeTcs OKHO crnefytoLero BUaa:

@ 127.00.1

&< > C  ® 127001

test http

Web-cepBep ycneLwHo ycTaHOBMEH, U CO3faHa NpoCTas CTpaHWYKa camnTa.

MpakTuueckas paborta Ne 29. YcraHoeka ftp-cepsepa

3ainTtn B HacTpoiku nporpammbl «Small HTTP server», HaxkaB Ha 3HA4OK MpaBoOW KHOMKOM

MbILK, fanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)
What new? (Onling)

Restart

Send outgoing mail now
Reload host definition file
About

Exit

3anycTutb ftp-cepBep, CHAB rasky c NyHKTa «3anpeTtutsb ftp-cepeep».

MOGRE NOCNEHEN ONEPBLIN, COBMmEHIE BYR8T SAKPITO.

Yncno o 10 0Gpata 1pocos. (HeoGromm nepeaanycr) I—_(I]i'l
Nepr TCPAP ann FTP-cepaepa. Ofermo 310 21{Heobromar nepesanycx) E

Tafeazyr no Gesneferaiso B cekyHnax. Mo npowscTEIo STor Bpemen.

B meHio npunoxkenus «Small HTTP server» Bbibpatb «Settings...», nanee «Other» u

«Users».
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Bbibpartb nanky, roe 6yayt pacnonaratbcs dainbl ftp-cepsepa a1 KOHKPETHOrO Nosb30Ba-
Tensa. Co3partb Nonb3oBaTtens «User» C NaposieM «USEer» W yKasaTb nanky nonb3osarens (nanky

co3patb 3apaHee). [latb nosb3oBaresnito npaBa Ha yTeHWe W 3anucb tannoe («Read FTP» u
«Write FTP»).

= thitns \Ho \user\User g User
admin edehitps AWF |user I

Pasyword:

E I
Hime,

[Ci\shttps\ipuseruser | D
¥ Read FTP ¥ Wi FTP ™ Ugload CGI

I~ pOP3 I~ smte I~ Admin

< > | Proy

Add | Change | Delete |

B npoBogHuke Habpatb nokanbHbi agpec ftp://127.0.0.1. Beectn umsa nonb3osarens u
naponsb.

Internet Explorer A

%@> [lnA BX0Na Ha 3TOT FTP-Cepeep BBeAnTE MMA NONL3OBATENA U NAPONk.
3

FTP-cepsep: 127.0.0.1

Momb3oBaTeNbL: [ user ]

Mapons: | ooo.l |

Mocne Bxoaa Ha FTP-cepeep Bsl MoweTe aobasuTs ero 8 Mzbpammosa”, urobel
NETKD NOARAIOHETHCH K HEMY.

("] AHormmHBE BX0R

s

Mpu ycnewHom Bxoae 6yaet suaHa 6enas ctpaHuua.

daun naeHan Moaenuteca Bua

/r{.g’ | U & « Nepenecrnre s~ 3 Yaaaws
A\

33KPenuTL Ha NaHenn KonupoeaTe BCTABUTL - Konupogate B ‘ Nepeum

BuicTporo gocryna u
Bydep o6meHa ¥nopaaounTe
4 ¥ Wnreprer > 127.0.0.1 v O
3va nanka nycra.

Ckonuposarb Ha ftp-cepsep nobbie dainbi.
Insa pnoctyna Kk ftp-cepeepy 13 nokanbHoM cetn Heobxoanmo Beectv IP-agpec KomnbloTe-
pa, roe yctaHoeneH cepsep. [pu pabore M3 BUPTYyanbHOM MalUMHbI LOCTATOYHO CBEPHYTb BUP-

TyasibHYyO MalUMHY W BBECTU aapec Ha OCHOBHOM OMepauMoOHHON cucTeMe.
Mpumep: ftp:/ /192.168.163.128 /

—p—

o[£+ Wirepner » 192168163128 « | 49 || rover: 2925
DuKTE ¥
ipaHHOE \
Google Chrome.lnk ‘ LibreOffice 7.1.Ink
Arpy3KN
EAIEHUE MECTa | =
s6aunii cron test bt
neDrive - FTBOY| |
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Tema 14. JlokanbHblie ceTu. AHOHUMHOCTb B ceTu. [Ipokcu-cepeep

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyio Temy — 1 yac.

MnaHupyeMblie pesynbrathbl

MpepmeTHble: npeacraeneHne o6 opraHusaummM M (YHKUMOHUPOBAHUKM KOMMbIOTEPHOM
cetv NIHTepHeT; npeacTtaBneHne o pyHKUMOHUPOBAHWK Proxy-CepBepoB.

MeTanpeameTHblie: NpeacTaBNeEHUS O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALKN B KOMMBIOTEPHbIX CETSX.

JInuHOCTHbBIE: NOHMMaHWe ponv MHOPMALMOHHBIX MPOLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o chepax NPUMEHeHUss KOMMbIOTEPHbIX CeTeW B pPas/ninyHbiX cepax aeAtesb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 06opyAOBaHHWE.

KpaTkoe copeprkaHue. [loHaTHe «proxy-cepeep», pyHKUMN web-cepBepa, knaccudurka-
uma proxy-cepsepoB (HTTP proxy, Socks (4 wnu 5) proxy, CGI Npokcu, FTP proxy). Kawunpo-
BaHWe cTpaHul proxy-cepsepom. O630p nporpamMm gns co3pgaHua Npokcu-cepeepa. Boinonxe-
HWe npaKTuyeckon pabotbl Ne 30.

MpakTuueckas pa6ora Ne 30. YcraHoBKa proxy-cepsepa

3ainTn B HacTporku nporpammbl «Small HTTP servers, Ha)kaB Ha 3Ha4OK NPaBoOW KHOMKOM
MbILK, fanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)

What new? (Online)

Restart

Send outgoing mail now
Reload host definition file
About

Exit
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3anycTutb ftp-cepeep, CHAB ranky c NnyHKTa «3anpeTuTb NPOKCU-CEPBEP», U HAXKATb KHOM -
Ky «OK» (Heobxogumo y3Hatb IP-agpec KomnbioTepa, Ha KOTOPOM yCTaHOB/IeH cepeep (Ha-
npumep: 192.168.163.128)). Mpu pabote 13 BUPTyanbHOW MaLUUHbI CBEPHYTb BUPTYasIbHYIO Ma-
lWKMHY, OTKpbITb Bpaysep Google Crome. IOna Hactporiku HTTP-proxy B 6paysepe Google
Chrome HeobxoaMMO 3aiTH B HACTPOMKKU Bpaysepa. BHu3y cTpaHuubl Haxatb Ha KHOMKY «Jlo-
nosiHWUTENbHbIe», fanee Bbibpatb «Cuctema» M «M3MeHUTb HACTPOWKM MPOKCU-cepBepa As
KomnbtoTepa». Beectu IP-appec cepeepa u nopt (3128).

-
€ Ceoiicrea: Unteprer L2l =%
oBepKa GesonacHod
Obuue e e
|| TMoaxmouersn | |
HdimgeHymanbHocTy | Coneporanve | [ Nporpaes | Aonomwrenswo |
.
& Hacrpoiika napaue'rponim(amoﬁ cet
ASTOMATUYECKAR HACTPOTIKA
Yrobsl wano T YO EPYHHYIO NapaMaTPsl,
OTHIMOHATE SBTOMATIHHEOKYIO HACTDOVKY.
|| AsToMaTHYECKOS ONPEdENEHIE NADAHETPOS
[ Mcnonb3083Th CLIEHaPHI SBTOMATHHECKOM HACTPOMRI fioBasute VPN...
| AT
Mpoxoi-cepeep oG
I@Mmmamnpmmtemnmmcaﬂbmxmnmmﬁ (ne o
| 7 npeMeHRETOR ANA KOMHYTHPYEMBIX ki VPN-NoQKMOHEHMI),
Agpec:  192.168.163.12 Mopr: 3128
¥
[]He nenons308aTs NPOKOI-CEPSED ANA NOKANLHEIX AAPECOS
Lok ] [Lomen ||Fo——
pissssciny i e o
cTema WENKHATE KHOMKY "HacTpodixa”,
PACTIORGHBHHYIO Bililis,
poC HACTPOSK M Y
efoxocHoro Mo
—
[ OK ]IL OTHEHA ] TTMMERITE

3aiiTn B 6paysepe Ha nobon cant. Mpu NpaBuNbHON HACTPOMKE OTKPOETCS CaMT M B OKHE
nporpammbl «Small HTTP server» otobpa3satca Bce nencTeus.

=50
% Small Server -

Content-Length: 0

Date: Sun. 25 Apr 2021 12:39:20 GMT

Expires: Sun, 25 Apr 2021 12:39:21 GMT

Last-Modffied: Sun, 25 Apr 2021 12:39:21 GMT

Location: hitps://ya.nu/

P3P: pol

1-525/04 15:39:20 [152.168.163.1:55011>3128] §6 104) >Proxy in:855 out:458

1->26/04 15:39:21 [192.168.163.1:55014>3128] 46 105)
CONNECT Ih3.google com:443 HTTP/1.1
Host: Ih3.google.com:443
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Tema 15. JlokanbHble ceTu.
NMporpammbl yaanéHHOro agMUHUCTPUPOBAHUA

PekoMeHayeMoe KOnM4ecTBO YacoB Ha aaHHyto Temy — 1 yac.

MnaHupyembie pesynbraTthbl

MpepmeTHble: npeacraeneHne o6 opraHvsaumuM M (YHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetn UHTepHeT; npeactasnexHne o6 yaanéHHoOU noanepykke nosib3osaresie.

MeTanpegmeTHble: NpefcTaB/lieHWe O KOMMbIOTEPHbIX ceTAx, 06 obMeHe W pacnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JIn4HOCTHbBIE: NOHUMaHWEe POJSIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeactaeneHne o chepax NPUMEHEHUS KOMMbIOTEPHbIX CETEW B Pas3/iMyHbIX chepax AeATesb-
HOCTU YenoBeka.

O6opynosaHue U MmaTepuasnbl: KOMMbIOTEP, NPe3eHTaLMOHHOEe 0bopyaoBaHue.

Kparkoe copeprkaHue. [NoHATHe «ynanéHHoe ynpasneHue komnbtotepom». O630p npo-
rpamMm ans yoanéHHoro ynpaeneHus koMmnbiotepoM (YoanéHHbi NOMOLWHKUK, YaanéHHbln pa-
60unit cton Chrome, Veyon, Real VNC, UltraVnc, AnyDesk u ap.). MNpaktuueckas pabora Ne 31.

MpakTuueckasa pabora Ne 31. YpanéHHoe ynpaBneHue KOMNbIOTEPOM

YnanéHHoe ynpaeneHue komnbtotepoM. Ckauvatb npunoxkeHue «TightVNC» v yctaHoBUTB
ero Ha KomnbioTtep. [pu ycTaHOBKe BBECTM Naposib AJ1S yAANEHHOIO AOCTyNa.

TightVNC Server: Set Passwords
Please protect your TightVNC Service. Make sure to enter a password for remote access.
Also, it might be a good idea to use administrative password on multi-user systems.
Password for Remote Access
(O Do not change
(O Do not use password protection (DANGEROUSI)
(®) Require password-based authentication (make sure this box is always checked!)

e T
Confirm password: E’

Administrative Password
(®) Do not change
(O Do not use password protection
(O Protect control interface with an administrative password
Enter password:

Confirm password:
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Mocmotpetb IP-apgpec komnbtoTepa. MNpu pabote B BUPTYyanbHOM MallMHE CBEPHYTb BUPTY-
aNibHYIO MalUMHY M Ha OCHOBHOM cucTeMe uYepe3 MeHlo «[lyck» 3anycTuTb nporpammy
«TightVNC Viewer» (nporpamma npeagapuTenbHO AOMKHA ObITh yyKe yCTaHOB/IEHA B CUCTEME).
Ykaszatb |IP-agpec komnbloTepa, K KOTOPOMY HEOOXOAMMO MOAK/IOUYUTLCA, U HaXKaTb KHOMKY
«Connect».

New TightVNC Connection [ 2. [

VNG server:  192.168.163.128 > [l
: Conneclion profie Options
@ ) Low-bandwidth connection ——=

h—IC () Default connection options E@“ﬁ"_‘_]
@) High-speed netwark [m']

BeecTu paHee ycTaHOBNEHHbIN Napo/ib.

Standard VNC Authentication (RS

VNC Host: 192.168.163.128

@t | Username: |

VE ‘ Password: ]—

[ OK l [ Cancel

Mpu npaeunbHoM Beoge IP-agpeca v napons nepen BamMu nosiBUTCA paboyni CTON KOM-
nbloTepa, K KOTOPOMY Bbl MPOM3BENY NOAK/OYEHHME.

Tema 16. JlokanbHblie cetu. 0630p Windows-server.
3aKlouYUTeNIbHOE 3aHATUE

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyto Temy — 1 yac.

NMnaHupyeMblie pesynbraThbl

MpepmeTHble: npeacraeneHne o6 opraHusaunmM M (YHKLMOHUPOBAHWMM KOMIMbIOTEPHOM
cet UHTepHeT; Hanuuue npeacTaeieHnin 06 yaanéHHOM yrnpaBieHWU NOKabHbIMU CETAMMU.

MeTtanpeameTHblie: NpeacTaBNeHNe O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALMU B KOMMbBIOTEPHbIX CETSX.

JInduHOCTHbBIE: NOHWMaHWe Posiu MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHeHUs KOMMbIOTEPHbIX CeTeW B pPasninyHbiX cepax aedTesb-
HOCTW YenoBeka.

O6opynoBaHue U matepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 06opyAOBaHHeE.

Kpatkoe copep:xaHue. CepeepHble onepaumoHHble cuctembl. Windows-server, Ubuntu-
server. ®yHKuUMOHan onepauunoHHoi cuctemsl (dhep, Idap, dns, ueHTpanmMsosaHHoe o6HOBe-
HWe aHTMBUPYCHbIX 6a3 M 0OHOBMEHUS A1 ONEePALMOHHON CUCTEMDI, LLEHTPAIM30BaHHOE Xpa-
HeHWe JOKYMEHTOB U Ap.).
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Fpuropbes Cepreit [eopruesmny
Pycunoe Anppeit Cepreeeuy

Peanusauua pononHutenbsHou ob6paszoBaresibHOMW NPOrpamMmmbil
Nno TeMaTu4eckKkomy HanpasneHuto «CucreMHoe aAMUHUCTPUPOBAHUE»
C UCnonb3oBaHUEM 000pPyAOBaHUA LEHTPA LUdpPoBOro
obpaszoBaHusa peten «IT-Ky6»

Memoduyeckoe nocobue
noo peo. puzopbeBa C. I.

LleHTp ecTecTBeHHO-Hay4HOro U MaTeMaTM4ecKoro obpasosaHus
Pykoeogutens ueHtpa 3. . [anoHiok
OteetcTBeHHbIN 3a Bbinyck E. C. Kapayw
Pepakrtop E. C. Kapayw
XynoxkecteseHHoe ocopmnenne C. M. CumHukoBa
KomnbloTepHas BEpCTKa U TexHUYeckoe peaaktupoBaHue 3. B. AnekceeBa
Koppekrtop I. Y. MocsakuHa
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